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Chapter 1. introduction to users

Thislittle chapter will teach you how to identify your user account on aUnix computer using
commands like who am i, id, and more.

In asecond part you will learn how to become another user with the su command.

And you will learn how to run a program as another user with sudo.




introduction to users

1.1. whoami

The whoami command tells you your username.
[ paul @entos7 ~]$ whoani

paul
[ paul @entos7 ~]$

1.2. who

The who command will give you information about who is logged on the system.

[ paul @entos7 ~]$ who

r oot pts/0 2014-10-10 23:07 (10.104.33.101)
paul pts/1 2014-10-10 23:30 (10.104.33.101)
| aura pts/2 2014-10-10 23:34 (10.104.33.96)
tani a pts/3 2014-10-10 23:39 (10.104.33.91)
[ paul @entos7 ~] $

1.3. who am i

Withwho am i thewho command will display only the line pointing to your current session.
[ paul @entos7 ~]$ who ami

paul pts/1 2014-10-10 23:30 (10.104.33.101)
[ paul @entos7 ~]$

1.4. w

The w command shows you who is logged on and what they are doing.

[ paul @entos7 ~]$ w
23:34:07 up 31 nmin, 2 users, l|oad average: 0.00, 0.01, 0.02

USER TTY LOG N@ |IDLE JCPU PCPU WHAT
r oot pts/0 23: 07 15.00s 0.01s 0.01s top
paul pts/1 23: 30 7.00s 0.00s 0.00s w

[ paul @ent 0os7 ~]$

1.5.1d

The id command will give you your user id, primary group id, and alist of the groups that
you belong to.

paul @ebi an7: ~$ id
ui d=1000( paul ) gi d=1000( paul ) groups=1000( paul )

On RHEL/CentOS you will also get SEL inux context information with this command.

[root @entos7 ~]# id
ui d=0(root) gid=0(root) groups=0(root) context=unconfined_u:unconfined_r\
:unconfined_t:s0-s0:c0.c1023
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1.6. su to another user

The su command allows a user to run a shell as another user.

| aur a@lebi an7: ~$ su tania
Passwor d:
t ani a@lebi an7: / hone/ | aur a$

1.7. su to root

Y es you can aso su to become root, when you know the root password.

| aur a@lebi an7: ~$ su root
Passwor d:
r oot @ebi an7: / hone/ | aur a#

1.8. su as root

Y ou need to know the password of the user you want to substitute to, unless your are logged
inasroot. Theroot user can become any existing user without knowing that user's password.

r oot @ebi an7: ~# id

ui d=0(root) gid=0(root) groups=0(root)
r oot @ebi an7: ~# su - val entina

val ent i na@lebi an7: ~$

1.9. su - $username

By default, the su command maintains the same shell environment. To become another user
and also get the target user's environment, issue the su - command followed by the target
username.

root @ebi an7: ~# su | aura

| aur a@lebi an7:/root$ exit
exit

root @ebi an7: ~# su - |aura
| aur a@lebi an7: ~$ pwd

/ home/ | aur a

1.10. su -

When no username is provided to su or su -, the command will assume root is the target.

t ani a@lebi an7: ~$ su -
Passwor d:
r oot @ebi an7: ~#
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1.11. run a program as another user

The sudo program allows a user to start a program with the credentials of another user.
Before this works, the system administrator has to set up the /etc/sudoer sfile. This can be
useful to delegate administrative tasks to another user (without giving the root password).

The screenshot below shows the usage of sudo. User paul received theright to run useradd
with the credentials of root. This alows paul to create new users on the system without
becoming r oot and without knowing the root password.

First the command fails for paul.

paul @lebi an7: ~$ /usr/shi n/useradd -m val enti na
useradd: Perm ssion deni ed.
useradd: cannot |lock /etc/passwd; try again |ater.

But with sudo it works.

paul @ebi an7: ~$ sudo /usr/sbin/useradd -m val enti na
[ sudo] password for paul:
paul @ebi an7: ~$

1.12. visudo

Check the man page of visudo before playing with the/etc/sudoer sfile. Editing the sudoer s
is out of scope for this fundamentals book.

paul @ hel 65: ~$ apropos vi sudo
vi sudo (8) - edit the sudoers file
paul @ hel 65: ~$
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1.13. sudo su -

On some Linux systems like Ubuntu and Xubuntu, the r oot user does not have a password
set. This means that it is not possible to login as root (extra security). To perform tasks as
root, the first user is given all sudo rights via the /etc/sudoers. In fact all users that are
members of the admin group can use sudo to run all commands as root.

root @ai ka: ~# grep adm n /etc/sudoers
# Menbers of the admin group may gain root privileges
Y%dnin ALL=( ALL) ALL

The end result of thisisthat the user can type sudo su - and become root without having to
enter the root password. The sudo command does require you to enter your own password.
Thus the password prompt in the screenshot below is for sudo, not for su.

paul @ ai ka: ~$ sudo su -
Passwor d:
root @ ai ka: ~#

1.14. sudo logging

Using sudo without authorization will result in a severe warning:
paul @ hel 65: ~$ sudo su -

We trust you have received the usual |lecture fromthe |ocal System
Adm nistrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Thi nk before you type.
#3) Wth great power cones great responsibility.

[ sudo] password for paul:
paul is not in the sudoers file. This incident will be reported.
paul @ hel 65: ~$

The root user can see thisin the /var/log/secure on Red Hat and in /var/log/auth.log on
Debian).

root @hel 65: ~# tail /var/log/secure | grep sudo | tr -s '

Apr 13 16:03:42 rhel 65 sudo: paul : user NOT in sudoers ; TTY=pts/0 ; PWD=\
[ hore/ paul ; USER=root ; COMVAND=/ bi n/su -

root @ hel 65: ~#
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1.15. practice: introduction to users

1. Run acommand that displays only your currently logged on user name.
2. Display alist of all logged on users.

3. Display alist of all logged on users including the command they are running at this very
moment.

4. Display your user name and your unique user identification (userid).

5. Use su to switch to another user account (unless you are root, you will need the password
of the other account). And get back to the previous account.

6. Now use su - to switch to another user and notice the difference.
Note that su - gets you into the home directory of Tania.

7. Try to create a new user account (when using your normal user account). this should fail.
(Details on adding user accounts are explained in the next chapter.)

8. Now try the same, but with sudo before your command.
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1.16. solution: introduction to users

1. Run acommand that displays only your currently logged on user name.

| aur a@lebi an7: ~$ whoani

| aura

| aur a@lebi an7: ~$ echo $USER
| aura

2. Display alist of al logged on users.

| aur a@lebi an7: ~$ who
| aura pts/ 0 2014-10-13 07: 22 (10.104.33.101)
| aur a@lebi an7: ~$

3. Display alist of all logged on users including the command they are running at this very
moment.

| aur a@lebi an7: ~$ w
07:47:02 up 16 min, 2 users, |oad average: 0.00, 0.00, 0.00

USER TTY FROM LOGN@ |IDLE JCPU PCPU WHAT
r oot pts/0 10.104. 33. 101 07: 30 6.00s 0.04s 0.00s w
r oot pts/1 10. 104. 33. 101 07: 46 6.00s 0.01s 0.00s sleep 42

| aur a@lebi an7: ~$

4. Display your user name and your unique user identification (userid).

| aur a@lebi an7: ~$ id
ui d=1005(1 aura) gi d=1007(| aura) groups=1007(! aura)
| aur a@lebi an7: ~$

5. Use su to switch to another user account (unless you are root, you will need the password
of the other account). And get back to the previous account.

| aur a@lebi an7: ~$ su tania

Passwor d:

t ani a@lebi an7:/ hone/ |l aura$ id

ui d=1006(tani a) gi d=1008(tani a) groups=1008(tani a)
t ani a@lebi an7:/ hone/ | aura$ exit

| aur a@lebi an7: ~$

6. Now use su - to switch to another user and notice the difference.

| aur a@lebi an7: ~$ su - tania
Passwor d:

t ani a@lebi an7: ~$ pwd

/ honme/ t ani a

t ani a@lebi an7: ~$ | ogout

| aur a@lebi an7: ~$

Note that su - gets you into the home directory of Tania.
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7. Try to create a new user account (when using your normal user account). this should fail.
(Details on adding user accounts are explained in the next chapter.)

| aur a@lebi an7: ~$ user add val enti na

-su: useradd: conmand not found

| aur a@lebi an7: ~$ /usr/sbi n/useradd val enti na

user add: Perm ssion deni ed.

useradd: cannot |ock /etc/passwd; try again |ater.

It ispossible that useradd islocated in /shin/useradd on your computer.

8. Now try the same, but with sudo before your command.

| aur a@lebi an7: ~$ sudo /usr/sbin/useradd val entina

[ sudo] password for |aura:

laura is not in the sudoers file. This incident will be reported.
| aur a@ebi an7: ~$

Notice that laura has no permission to use the sudo on this system.
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Chapter 2. user management

This chapter will teach you how to use useradd, usermod and userdel to create, modify
and remove user accounts.

Y ou will need root access on a Linux computer to complete this chapter.

12
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2.1. user management

User management on Linux can be done in three complementary ways. You can use the
graphical tools provided by your distribution. These tools have alook and feel that depends
on the distribution. If you are a novice Linux user on your home system, then use the
graphical tool that is provided by your distribution. Thiswill make sure that you do not run
into problems.

Another option isto use command linetools like useradd, usermod, gpasswd, passwd and
others. Server administrators are likely to use these tools, since they are familiar and very
similar across many different distributions. This chapter will focus on these command line
tools.

A third and rather extremist way isto edit thelocal configuration filesdirectly using vi (or
vipw/vigr). Do not attempt this as a novice on production systems!

2.2. [etc/passwd

The local user database on Linux (and on most Unixes) is/etc/passwd.

[root @RHELS ~]# tail /etc/passwd

i nge: x: 518: 524: art deal er:/ home/i nge:/ bi n/ ksh

ann: x: 519: 525: fl ut e pl ayer:/hone/ ann:/ bi n/ bash
frederik: x:520: 526: r ubi us poet:/home/ frederik:/bin/bash
steven: x: 521: 527: r oman enperor:/ hone/ st even: / bi n/ bash
pascal e: x: 522: 528: arti st:/hone/ pascal e:/ bi n/ ksh

geert: x:524:530: kernel devel oper:/home/ geert:/bin/bash
wi m x: 525: 531: mast er danuti:/hone/w m/bin/ bash

sandr a: x: 526: 532: radi sh stresser:/hone/ sandra: / bi n/ bash
annel i es: x: 527: 533: sword fighter:/home/annelies:/bin/bash
| aura: x: 528: 534: art deal er:/ hone/ | aura:/bi n/ ksh

Asyou can see, thisfile contains seven columns separated by a colon. The columns contain
the username, an X, the user id, the primary group id, a description, the name of the home
directory, and the login shell.

More information can be found by typing man 5 passwd.

[root @RHELS ~]# man 5 passwd

2.3. root

Theroot user also called the super user isthe most powerful account on your Linux system.
Thisuser can do amost anything, including the creation of other users. Theroot user aways
has userid O (regardless of the name of the account).

[root @RHELS5 ~]# head -1 /etc/passwd
root:x:0:0:root:/root:/bin/bash

13
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2.4. useradd

You can add users with the useradd command. The example below shows how to add a
user named yanina (last parameter) and at the same time forcing the creation of the home
directory (-m), setting the name of the home directory (-d), and setting a description (-c).

[root @RHELS5 ~]# useradd -m -d /hone/yanina -c "yani na wi ckmayer" yani na
[root @RHELS ~]# tail -1 /etc/passwd
yani na: x: 529: 529: yani na wi ckmayer : / hone/ yani na: / bi n/ bash

The user named yaninareceived userid 529 and primary group id 529.

2.5. letc/default/useradd

Both Red Hat Enterprise Linux and Debian/Ubuntu have afile called /etc/default/useradd
that contains some default user options. Besides using cat to display thisfile, you can also
use useradd -D.

[root @RHEL4 ~]# useradd -D
GROUP=100

HOVE=/ hone

| NACTI VE=-1

EXPI RE=

SHELL=/ bi n/ bash

SKEL=/ et c/ skel

2.6. userdel

Y ou can delete the user yaninawith userdel. The -r option of userdel will also remove the
home directory.

[root @RHELS5 ~]# userdel -r yanina

2.7. usermod

Y ou can modify the properties of a user with the usermod command. This example uses
user mod to change the description of the user harry.

[root @RHEL4 ~]# tail -1 /etc/passwd

harry: x: 516: 520: harry potter:/home/ harry:/bin/bash
[root @RHEL4 ~]# usernod -c 'w zard' harry

[root @RHEL4 ~]# tail -1 /etc/passwd

harry: x: 516: 520: wi zard: / hore/ harry: / bi n/ bash
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2.8. creating home directories

The easiest way to create a home directory is to supply the -m option with useradd (it is
likely set as a default option on Linux).

A less easy way is to create a home directory manually with mkdir which also requires
setting the owner and the permissions on the directory with chmod and chown (both
commands are discussed in detail in another chapter).

[root @RHELS5 ~]# nkdir /home/l aura

[root @RHELS5 ~]# chown | aura:laura /hone/l aura

[root @RHELS5 ~]# chnmod 700 / hone/ | aura

[root @RHELS ~]# |s -1d /hone/l aural

drwx------ 2 laura laura 4096 Jun 24 15:17 /hone/| aura/

2.9. letc/skel/

When using useradd the -m option, the /etc/skel/ directory is copied to the newly created
home directory. The /etc/skel/ directory contains some (usualy hidden) files that contain
profile settings and default values for applications. In thisway /etc/skel/ serves as a default
home directory and as a default user profile.

[root @RHELS ~]# |s -la /etc/skel/

total 48

drwxr-xr-x 2 root root 4096 Apr 1 00:11 .
drwxr-xr-x 97 root root 12288 Jun 24 15: 36

-rwr--r-- 1 root root 24 Jul 12 2006 .bash_l ogout
-rwr--r-- 1 root root 176 Jul 12 2006 .bash_profile
-rwr--r-- 1 root root 124 Jul 12 2006 . bashrc

2.10. deleting home directories

The -r option of userdel will make sure that the home directory is deleted together with the
user account.

[root @RHEL5 ~]# Is -1d /home/w m

drwx------ 2 wimw m 4096 Jun 24 15:19 /hone/w m
[root @RHELS5 ~]# userdel -r wim

[root @RHEL5 ~]# Is -1d /home/w m

I's: /home/wim: No such file or directory
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2.11. login shell

The /etc/passwd file specifies the login shell for the user. In the screenshot below you can
see that user annelies will log in with the /bin/bash shell, and user laura with the /bin/ksh
shell.

[root @RHELS ~]# tail -2 /etc/passwd
annel i es: x: 527: 533: sword fi ghter:/hone/annelies:/bin/bash
| aura: x: 528: 534: art deal er:/ hone/ | aura:/bi n/ksh

Y ou can use the usermod command to change the shell for a user.

[root @RHELS5 ~]# usernod -s /bin/bash | aura
[root @RHELS ~]# tail -1 /etc/passwd
| aura: x: 528: 534: art deal er:/ hone/ | aur a:/ bi n/ bash

2.12. chsh

Users can change their login shell with the chsh command. First, user harry obtains alist of
available shells (he could also have done a cat /etc/shells) and then changes his login shell
to the Korn shell (/bin/ksh). At the next login, harry will default into ksh instead of bash.

[laura@entos7 ~]$ chsh -1
[ bin/sh

/ bi n/ bash

/ sbi n/ nol ogi n
[usr/bin/sh

[ usr/ bi n/ bash

[ usr/ sbi n/ nol ogi n
/ bi n/ ksh

[ bin/tcsh

/ bi n/ csh
[laura@entos7 ~]$

Note that the -1 option does not exist on Debian and that the above screenshot assumes that
ksh and csh shells are installed.

The screenshot below shows how laur a can change her default shell (active on next login).

[laura@entos7 ~]$ chsh -s /bin/ksh
Changi ng shell for |aura.

Passwor d:

Shel | changed
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2.13. practice: user management

1. Create a user account named serena, including a home directory and a description (or
comment) that reads Serena Williams. Do all thisin one single command.

2. Create auser named venus, including home directory, bash shell, a description that reads
VenusWilliamsall in one single command.

3. Verify that both users have correct entriesin /etc/passwd, /etc/shadow and /etc/group.
4. Verify that their home directory was created.
5. Create a user named einstime with /bin/date as his default logon shell.

7. What happens when you log on with the einstime user ? Can you think of a useful real
world example for changing a user's login shell to an application ?

8. Create a file named welcome.txt and make sure every new user will see thisfilein their
home directory.

9. Verify this setup by creating (and deleting) a test user account.

10. Change the default login shell for the serena user to /bin/bash. Verify before and after
you make this change.
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2.14. solution: user management

1. Create a user account named serena, including a home directory and a description (or
comment) that reads Serena Williams. Do all thisin one single command.

r oot @ebi an7: ~# useradd -m-c 'Serena WIlIlians' serena

2. Create auser named venus, including home directory, bash shell, a description that reads
Venus Williams all in one single command.

root @ebi an7: ~# useradd -m-c "Venus WIllians" -s /bin/bash venus

3. Verify that both users have correct entriesin /etc/passwd, /etc/shadow and /etc/group.

root @ebi an7: ~# tail -2 /etc/passwd
serena: x: 1008: 1010: Serena W | i ans:/ hone/ serena:/ bi n/ sh
venus: x: 1009: 1011: Venus W |i ans: / honme/ venus: / bi n/ bash
root @ebi an7: ~# tail -2 /etc/shadow
serena:!: 16358: 0: 99999: 7: ::

venus: !:16358: 0: 99999: 7: ::

root @ebi an7: ~# tail -2 /etc/group

serena: x: 1010

venus: x: 1011

4. Verify that their home directory was created.
root @ebi an7: ~# |s -lrt /hone | tail -2
drwxr-Xxr-x 2 serena serena 4096 Cct 15 10:50 serena

dr wxr - Xr-x 2 venus venus 4096 Cct 15 10:59 venus
r oot @ebi an7: ~#

5. Create a user named einstime with /bin/date as his default logon shell.

root @ebi an7: ~# useradd -s /bin/date einstinme

Or even better:

root @ebi an7: ~# useradd -s $(which date) einstine

7. What happens when you log on with the einstime user ? Can you think of a useful real
world example for changing a user's login shell to an application ?

root @ebi an7: ~# su - einstine
Wed Oct 15 11:05:56 UTC 2014 # You get the output of the date command
r oot @ebi an7: ~#

It can be useful when users need to access only one application on the server. Just logging
in opens the application for them, and closing the application automatically logs them out.
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8. Create afile named welcome.txt and make sure every new user will see thisfilein their
home directory.

root @ebi an7: ~# echo Hell o > /etc/skel/wel cone. t xt

9. Verify this setup by creating (and deleting) a test user account.

r oot @ebi an7: ~# useradd -mtest

r oot @ebi an7: ~# Is -1 /hone/test

total 4

-rwr--r-- 1 test test 6 Oct 15 11:16 wel cone. t xt
r oot @ebi an7: ~# userdel -r test

r oot @ebi an7: ~#

10. Change the default login shell for the serena user to /bin/bash. Verify before and after
you make this change.

root @lebi an7: ~# grep serena /etc/ passwd
serena: x: 1008: 1010: Serena W/ | i ans: / hone/ serena:/ bi n/ sh
root @ebi an7: ~# usernod -s /bin/bash serena

root @lebi an7: ~# grep serena /etc/ passwd
serena: x: 1008: 1010: Serena W/ | i ans: / hone/ ser ena: / bi n/ bash
r oot @ebi an7: ~#
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Chapter 3. user passwords

This chapter will tell you more about passwords for local users.

Three methods for setting passwords are explained; using the passwd command, using
openssel passwd, and using the crypt function in a C program.

The chapter will also discuss password settings and disabling, suspending or locking
accounts.
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3.1. passwd

Passwords of users can be set with the passwd command. Users will have to provide their
old password before twice entering the new one.

[tani a@entos7 ~]$ passwd

Changi ng password for user tania.

Changi ng password for tania.

(current) UN X password:

New passwor d:

BAD PASSWORD: The password is shorter than 8 characters
New passwor d:

BAD PASSWORD: The password is a palindrone

New passwor d:

BAD PASSWORD: The password is too sinmlar to the old one
passwd: Have exhausted maxi mum nunber of retries for service

Asyou can see, the passwd tool will do some basic verification to prevent users from using
too simple passwords. The root user does not have to follow these rules (there will be
a warning though). The root user also does not have to provide the old password before
entering the new password twice.

r oot @lebi an7: ~# passwd tani a

Ent er new UNI X password:

Ret ype new UNI X password:

passwd: password updated successfully

3.2. shadow file

User passwords are encrypted and kept in /etc/shadow. The /etc/shadow file is read only
and can only be read by root. We will see in the file permissions section how it is possible
for users to change their password. For now, you will have to know that users can change
their password with the /usr/bin/passwd command.

[root @entos7 ~]# tail -4 /etc/shadow

paul : $6$i kp2Xt a5BT. T . p$2TZj NnOYNNQKpwLJIqoGIbVsZGh/ Ft i 8ovBRd. VzRbi DSI 7TEq\
| aSVH. TeBKnTS/ Sj | M uW8qf f COJNORW BTWL: 16338: 0: 99999: 7: : :

tani a: $6$82/ zovxj $9qvoqT8i 9KI r mN. k4AEQNAF5r yz5yzNwEVY] Aa9L5XVXQuU. z4Dl pvMREH
eQpQVvRngFdKKVj 17H5ST. c79HDZwWO: 16356: 0: 99999: 7: : :

| aur a: $6$gl DuTY5e$/ NYYW.xf HgZFWeouj aXSMER. Mz. | GOxt cxFoc FVINb98nbTPhWEXF KWG\
SyYh1WCv6763W)54. w24Yr 3uAZBO : 16356: 0: 99999: 7: : :

val enti na: $6$j r Za6PVI $1uQyqRE6EN9nZB6nmKI3LXRBACnFko6LRhbh. v4i qUk9MVr eui 11 v7\
GxHOUDSKAONS5ZRNnGHa6T20uFnVno/ 0ol: 16356: 0: 99999: 7: : :

[root @entos7 ~]#

The /etc/shadow file contains nine colon separated columns. The nine fields contain (from
left to right) the user name, the encrypted password (note that only inge and laura have an
encrypted password), the day the password was last changed (day 1 is January 1, 1970),
number of daysthe password must be left unchanged, password expiry day, warning number
of days before password expiry, number of days after expiry before disabling the account,
and the day the account was disabled (again, since 1970). The last field has no meaning yet.

All the passwords in the screenshot above are hashes of hunter 2.

21



user passwords

3.3. encryption with passwd

Passwords are stored in an encrypted format. This encryption is done by the crypt function.
The easiest (and recommended) way to add a user with a password to the system is to add
the user with theuseradd -m user command, and then set the user's password with passwd.

[root @RHEL4 ~]# useradd -m xavi er

[root @RHEL4 ~]# passwd xavi er

Changi ng password for user xavier.

New UNI X passwor d:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully.
[ root @GRHEL4 ~] #

3.4. encryption with openssl

Another way to create users with a password is to use the -p option of useradd, but that
option requires an encrypted password. Y ou can generate this encrypted password with the
openssl passwd command.

The openssl passwd command will generate several distinct hashes for the same password,
for thisit uses a salt.

paul @ hel 65: ~$ openssl passwd hunter2
86j cUN nGDFpY

paul @ hel 65: ~$ openssl passwd hunter2
Yj 7nDOO ANV Q6

paul @ hel 65: ~$ openssl passwd hunter2
YgDcJeGoDbhz KA

paul @ hel 65: ~$

This salt can be chosen and is visible as the first two characters of the hash.

paul @ hel 65: ~$ openssl passwd -salt 42 hunter2
427r bt P1Ze8G

paul @ hel 65: ~$ openssl passwd -salt 42 hunter2
427r bt P1Ze8G

paul @ hel 65: ~$ openssl passwd -salt 42 hunter2
427r bt P1Ze8G

paul @ hel 65: ~$

This example shows how to create a user with password.

root @ hel 65: ~# useradd -m -p $(openssl passwd hunter2) nohaned

Note that this command puts the password in your command history!
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3.5. encryption with crypt

A third option is to create your own C program using the crypt function, and compile this
into a command.

paul @ hel 65: ~$ cat MyCrypt.c
#i ncl ude <stdi o. h>

#defi ne __ USE_XOPEN

#i ncl ude <uni std. h>

int main(int argc, char** argv)
{
i f(argc==3)

{

}

el se

{
}

return O;

}

printf("%\n", crypt(argv[l],argv[2]));

printf("Usage: MyCrypt $password $salt\n" );

This little program can be compiled with gcc like this.

paul @ hel 65: ~$ gcc My/Crypt.c -0 M/Crypt -Ilcrypt

Touseit, weneed to givetwo parametersto MyCrypt. Thefirst isthe unencrypted password,
the second is the salt. The salt is used to perturb the encryption agorithm in one of 4096
different ways. This variation prevents two users with the same password from having the
same entry in /etc/shadow.

paul @ hel 65: ~$ ./ M/ Crypt hunter2 42
42Z7r bt P1Ze8G.
paul @ hel 65: ~$ ./ MW Crypt hunter2 33
33d6t aYSi EUXI

Did you notice that the first two characters of the password are the salt?

The standard output of the crypt function is using the DES agorithm which is old and can
be cracked in minutes. A better method is to use md5 passwords which can be recognized
by asalt starting with $1$.

paul @ hel 65: ~$ ./ MyCrypt hunter2 ' $1$42'

$1$42%71 6Y3xT5282Xn¥Zr t DOF9f O

paul @ hel 65: ~$ ./ M/Crypt hunter2 ' $6$42'

$6$42$0gFFAVNI 3gTSYQDY | 9TZWK9cpy Qzwl op7HWpGLLLESNBi M 4w6OvLX1KDa. / Upwixf r Fk1i . . .

Themd5 salt can beup to eight characterslong. The salt isdisplayedin/etc/shadow between
the second and third $, so never use the password as the salt!

paul @ hel 65: ~$ ./ MW/ Crypt hunter2 '$1$hunter2’
$1$hunt er 28YVxr xDmi dq7Xf 8Gdt 6gM.
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3.6. /etc/login.defs

The /etc/login.defs file contains some default settings for user passwords like password
aging and length settings. (Y ou will also find the numerical limits of user ids and group ids
and whether or not a home directory should be created by default).

root @ hel 65: ~# grep "PASS /etc/l|ogin. defs
PASS_MAX_DAYS 99999

PASS M N _DAYS 0

PASS M N_LEN 5

PASS WARN AGE 7

Debian aso has thisfile.

root @lebi an7: ~# grep PASS /etc/ | ogin. defs

# PASS_MAX_DAYS  Maxi mum nunber of days a password may be used.

# PASS_M N _DAYS M ni mum nunber of days all owed between password changes.
# PASS WARN_ACE  Number of days warning given before a password expires.
PASS_MAX_DAYS 99999

PASS_ M N_DAYS O

PASS_WARN_ACE 7

#PASS_CHANGE_TRI ES

#PASS_ALWAYS_WARN

#PASS_M N_LEN

#PASS_MAX_LEN

# NO_PASSWORD_CONSCLE

r oot @ebi an7: ~#

3.7. chage

The chage command can be used to set an expiration date for a user account (-E), set a
minimum (-m) and maximum (-M) password age, a password expiration date, and set the
number of warning days before the password expiration date. Much of this functionality is
also available from the passwd command. The -| option of chage will list these settings for
auser.

root @ hel 65: ~# chage -1 paul

Last password change : Mar 27, 2014
Password expires : never
Password inactive © never

Account expires . never

M ni mum nunber of days between password change 0

Maxi mum nunmber of days between password change : 99999

Nurmber of days of warning before password expires 7

root @ hel 65: ~#
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3.8. disabling a password

Passwords in /etc/shadow cannot begin with an exclamation mark. When the second field
in /etc/passwd starts with an exclamation mark, then the password can not be used.

Using thisfeature is often called locking, disabling, or suspending a user account. Besides
vi (or vipw) you can also accomplish this with usermod.

The first command in the next screenshot will show the hashed password of laura in /etc/
shadow. The next command disablesthe password of laur a, making it impossiblefor Laura
to authenticate using this password.

root @ebi an7: ~# grep laura /etc/shadow | cut -c1-70
| aur a: $6$JY] 4JZqp$st WWACP3Ct ELR2aZuE87j . nbW puDkNUYVK 7rCHf CVMa3CoDUJV
r oot @ebi an7: ~# usernod -L | aura

Asyou can see below, the password hash is ssmply preceded with an exclamation mark.

root @lebi an7: ~# grep laura /etc/shadow | cut -c1-70
laura: ! $6$JY] 4JZqp$st WMACP3Ct ELR2aZuE87j . nbW puDkNUYVk 7mCHf CvVMa3CoDUJ
r oot @ebi an7: ~#

Theroot user (and userswith sudo rightson su) still will be ableto su into the laur a account
(because the password is not needed here). Also note that laura will till be able to login
if she has set up passwordless ssh!

root @ebi an7: ~# su - laura
| aur a@lebi an7: ~$

Y ou can unlock the account again with usermod -U.

root @ebi an7: ~# usernod -U | aura
root @lebi an7: ~# grep laura /etc/shadow | cut -c1-70
| aur a: $6$J3Yj 4JZqp$st WMACP3Ct ELR2aZuE87j . nbW puDk NUY VK 7nmCHf CVMa3CoDUJV

Watch out for tiny differences in the command line options of passwd, usermod, and
useradd on different Linux distributions. Verify the local files when using features like
" disabling, suspending, or locking” on user accounts and their passwords.

3.9. editing local files

If you still want to manually edit the /etc/passwd or /etc/shadow, after knowing these
commands for password management, then use vipw instead of vi(m) directly. The vipw
tool will do proper locking of thefile.

[ root @RHELS ~]# vi pw /et c/ passwd
vi pw. the password file is busy (/etc/ptnp present)
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3.10. practice: user passwords

1. Set the password for serena to hunter 2.

2. Also set apassword for venus and then lock the venus user account with usermod. Verify
the locking in /etc/shadow before and after you lock it.

3. Use passwd -d to disable the serena password. Verify the serena line in /etc/shadow
before and after disabling.

4. What is the difference between locking a user account and disabling a user account's
password like we just did with usermod -L and passwd -d?

5. Try changing the password of serenato serena as serena.
6. Make sure serena has to change her password in 10 days.
7. Make sure every new user needs to change their password every 10 days.

8. Take a backup as root of /etc/shadow. Use vi to copy an encrypted hunter 2 hash from
venus to serena. Can serena now log on with hunter 2 as a password ?

9. Why use vipw instead of vi ? What could be the problem when using vi or vim ?

10. Use chsh to list all shells (only works on RHEL/CentOS/Fedora), and compare to cat /
etc/shells.

11. Which useradd option allows you to name a home directory ?

12. How can you see whether the password of user serena is locked or unlocked ? Give a
solution with grep and a solution with passwd.
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3.11. solution: user passwords

1. Set the password for serena to hunter 2.

r oot @ebi an7: ~# passwd serena

Enter new UNI X password:

Ret ype new UNI X password:

passwd: password updated successfully

2. Also set apassword for venus and then lock the venus user account with usermod. Verify
the locking in /etc/shadow before and after you lock it.

r oot @lebi an7: ~# passwd venus

Enter new UNI X password:

Ret ype new UNI X password:

passwd: password updated successfully

r oot @lebi an7: ~# grep venus /etc/shadow | cut -c1-70

venus: $6$gswz XI CWuSnKFV1k FKZmrPaMVS4AvNA/ KO27O0xNOv5LHAV9edOg Ty Xr j UeM
r oot @ebi an7: ~# usernod -L venus

r oot @lebi an7: ~# grep venus /etc/shadow | cut -c1-70

venus: ! $6$gswz XI CWbuSnKFV1k FKZmrPaMvS4AvNA/ KO27O0xNOv5LHAV9edOgTy Xr j UeM

Note that usermod -L precedes the password hash with an exclamation mark (!).

3. Use passwd -d to disable the serena password. Verify the serena line in /etc/shadow
before and after disabling.

root @ebi an7: ~# grep serena /etc/shadow | cut -c1-70

ser ena: $6$Es/ onr PE$SF2Ypu8kpLr f KAWDv/ Ul wASj r YyBD2nwZ/ dt . i / | ypRgi PZSdB/ B

r oot @ebi an7: ~# passwd -d serena

passwd: password expiry information changed.

r oot @lebi an7: ~# grep serena /et c/shadow

serena: : 16358: 0: 99999: 7. : :
r oot @ebi an7: ~#

4. What is the difference between locking a user account and disabling a user account's
password like we just did with usermod -L and passwd -d?

Locking will prevent the user from logging on to the system with his password by putting
a! infront of the password in /etc/shadow.

Disabling with passwd will erase the password from /etc/shadow.

5. Try changing the password of serenato serenaas serena.

|l og on as serena, then execute: passwd serena... it should fail!

6. Make sure serena has to change her password in 10 days.

chage -M 10 serena

7. Make sure every new user needs to change their password every 10 days.

vi /etc/login.defs (and change PASS MAX DAYS to 10)
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8. Take a backup as root of /etc/shadow. Use vi to copy an encrypted hunter 2 hash from
venusto serena. Can serena now log on with hunter 2 as a password ?

Yes.

9. Why use vipw instead of vi ? What could be the problem when using vi or vim ?

vipw wi || give a warning when soneone else is already using that file (with vipw).

10. Use chsh to list al shells (only works on RHEL /CentOS/Fedora), and compare to cat /
etc/shells.

chsh -1I
cat /etc/shells

11. Which useradd option allows you to name a home directory ?

-d

12. How can you see whether the password of user serena is locked or unlocked ? Give a
solution with grep and a solution with passwd.

grep serena /etc/shadow

passwd -S serena
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Chapter 4. user profiles

L ogged on users have anumber of preset (and customized) aliases, variables, and functions,
but where do they come from ? The shell uses a number of startup files that are executed
(or rather sour ced) whenever the shell isinvoked. What follows is an overview of startup

scripts.
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4.1. system profile

Both the bash and the ksh shell will verify the existence of /etc/profile and sourceit if it
exists.

When reading this script, you will notice (both on Debian and on Red Hat Enterprise Linux)
that it builds the PATH environment variable (among others). The script might also change
the PS1 variable, set the HOSTNAME and execute even more scripts like /etc/inputrc

This screenshot uses grep to show PATH manipulation in /etc/profile on Debian.

root @ebi an7: ~# grep PATH /etc/profile
PATH="/usr /| ocal / shin:/usr/ | ocal /bin:/usr/sbin:/usr/bin:/sbin:/bin"
PATH="/usr/l ocal / bi n: /usr/bin:/bin:/usr/local/games:/usr/ganmes"
export PATH
r oot @ebi an7: ~#

This screenshot uses grep to show PATH manipulation in /etc/pr ofile on RHEL 7/CentOSy.

[root @entos7 ~]# grep PATH /etc/profile
case ":${PATH}:" in
PATH=$PATH: $1
PATH=$1: $PATH
export PATH USER LOGNAME MAI L HOSTNAME HI STSI ZE H STCONTROL
[root @entos7 ~]#

The root user can use this script to set aliases, functions, and variables for every user on
the system.

4.2. ~[.bash_profile

When thisfile existsin the home directory, then bash will sourceit. On Debian Linux 5/6/7
this file does not exist by default.

RHEL 7/CentOS7 uses a small ~/.bash_profile where it checks for the existence of
~/.bashr ¢ and then sourcesit. It also adds $HOME/bin to the $PATH variable.

[root@hel 7 ~]# cat /hone/paul /.bash_profile
# .bash_profile

# Cet the aliases and functions
if [ -f ~/.bashrc ]; then
. ~/.bashrc
fi
# User specific environment and startup prograns

PATH=$PATH: $HOVE/ . | ocal / bi n: $HOVE/ bi n

export PATH
[root@hel 7 ~] #
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4.3. ~/.bash_login

When .bash_profile does not exist, then bash will check for ~/.bash_login and sourceit.

Neither Debian nor Red Hat have thisfile by default.

4.4. ~/.profile

When neither ~/.bash_profile and ~/.bash_login exist, then bash will verify the existence
of ~/.profile and execute it. Thisfile does not exist by default on Red Hat.

On Debian this script can execute ~/.bashrc and will add $HOME/bin to the $PATH
variable.

root @ebi an7: ~# tail -11 /hone/paul/.profile
if [ -n "$BASH VERSION' ]; then
# include .bashrc if it exists
if [ -f "$HOVE/ . bashrc" ]; then
. "$HOMWE/ . bashrc"
fi
fi

# set PATH so it includes user's private bin if it exists
if [ -d "$HOVE/ bin" ] ; then

PATH=" $HOWE/ bi n: $PATH"
fi

RHEL/CentOS does not have this file by default.

4.5. ~[.bashrc

The ~/.bashrc script is often sourced by other scripts. Let us take a look at what it does
by default.

Red Hat usesavery simple ~/.bashr ¢, checking for /etc/bashr c and sourcingit. It also leaves
room for custom aliases and functions.

[root@hel 7 ~]# cat /home/paul /. bashrc
# .bashrc

# Source gl obal definitions

if [ -f /etc/bashrc ]; then
. letc/bashrc

fi

# Unconment the following line if you don't |ike systenttl's auto-paging feature:
# export SYSTEMD PAGER=

# User specific aliases and functions

On Debian this script is quite a bit longer and configures $PS1, some history variables and
anumber af active and inactive aliases.

root @ebi an7: ~# wc -1 /hone/ paul /. bashrc
110 /hone/ paul /. bashrc
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4.6. ~/.bash_logout

When exiting bash, it can execute ~/.bash_logout.

Debian use this opportunity to clear the console screen.

serena@eb503: ~$ cat . bash_| ogout
# ~/.bash_| ogout: executed by bash(1) when |ogin shell exits.

# when | eaving the console clear the screen to increase privacy
if [ "$SHLVL" = 1 ]; then

[ -x /usr/bin/clear_console ] && /usr/bin/clear_console -q
fi

Red Hat Enterprise Linux 5 will simple call the /usr/bin/clear command in this script.

[ serena@hel 53 ~] $ cat .bash_| ogout
# ~/ . bash_l ogout

/usr/ bin/clear

Red Hat Enterprise Linux 6 and 7 create thisfile, but leave it empty (except for acomment).

paul @ hel 65: ~$ cat .bash_| ogout
# ~/ . bash_l ogout
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4.7. Debian overview

Below is atable overview of when Debian is running any of these bash startup scripts.

Table4.1. Debian User Environment

script su Su - ssh gdm
~./bashrc no yes yes yes
~/.profile no yes yes yes
[etc/profile no yes yes yes
/etc/bash.bashrc yes no no yes

4.8. RHELS overview

Below is atable overview of when Red Hat Enterprise Linux 5 isrunning any of these bash
startup scripts.

Table4.2. Red Hat User Environment

script su su - ssh gdm
~./bashrc yes yes yes yes
~/.bash_profile no yes yes yes
[etc/profile no yes yes yes
[etc/bashrc yes yes yes yes
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4.9. practice: user profiles

1. Make alist of al the profile files on your system.
2. Read the contents of each of these, often they sour ce extra scripts.
3. Put aunique variable, alias and function in each of thosefiles.

4. Try severa different ways to obtain a shell (su, su -, ssh, tmux, gnome-terminal, Ctrl-
at-F1, ...) and verify which of your custom variables, aliases and function are present in
your environment.

5. Do you also know the order in which they are executed?

6. When an application depends on a setting in $HOME/ .profile, does it matter whether
$HOME/.bash_profile exists or not ?
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4.10. solution: user profiles

1. Make alist of al the profile files on your system.

Is -a ~; Is -1 /etc/pro* /etc/bash*

2. Read the contents of each of these, often they sour ce extra scripts.
3. Put aunique variable, alias and function in each of thosefiles.

4. Try severa different ways to obtain a shell (su, su -, ssh, tmux, gnome-terminal, Ctrl-
at-F1, ...) and verify which of your custom variables, aliases and function are present in
your environment.

5. Do you also know the order in which they are executed?

sanme nane aliases, functions and variables will overwite each other

6. When an application depends on a setting in $HOME/ .profile, does it matter whether
$HOME/.bash_profile exists or not ?

Yes it does matter. (man bash /1 NVOCATI ON)
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Userscan belistedin groups. Groupsallow you to set permissionson the group level instead
of having to set permissions for every individual user.

Every Unix or Linux distribution will have agraphical tool to manage groups. Novice users
are advised to use thisgraphical tool. More experienced users can use command linetoolsto
manage users, but be careful: Some distributions do not allow the mixed use of GUI and CLI
tools to manage groups (YaST in Novell Suse). Senior administrators can edit the relevant
filesdirectly with vi or vigr.
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5.1. groupadd

Groups can be created with the gr oupadd command. The example below showsthe creation
of five (empty) groups.

root @ ai ka: ~# groupadd tennis
root @ ai ka: ~# groupadd f oot bal |
root @ ai ka: ~# groupadd snooker
root @ ai ka: ~# groupadd fornul al
root @ ai ka: ~# groupadd sal sa

5.2. group file

Users can be a member of several groups. Group membership is defined by the /etc/group
file.

root @ai ka: ~# tail -5 /etc/group
tenni s: x: 1006:

footbal | : x: 1007:

snooker: x: 1008:

formul al: x: 1009:

sal sa: x: 1010:

root @ ai ka: ~#

Thefirst field isthe group's name. The second field isthe group's (encrypted) password (can
be empty). The third field is the group identification or GID. The fourth field is the list of
members, these groups have no members.

5.3. groups

A user can type the groups command to see alist of groups where the user belongs to.

[harry@RHEL4b ~]$ groups
harry sports
[ harry@RHEL4b ~] $
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5.4. usermod

Group membership can be modified with the useradd or usermod command.

root @ai ka: ~# usernod -a -G tennis inge
root @ai ka: ~# usernod -a -G tennis katrien
root @ai ka: ~# usernod -a -G sal sa katrien
root @ ai ka: ~# usernod -a -G snooker sandra
root @ai ka: ~# usernod -a -G fornul al annelies
root @ai ka: ~# tail -5 /etc/group

tennis: x: 1006: i nge, katri en

footbal |l : x: 1007:

snooker : x: 1008: sandr a

formul al: x: 1009: annel i es

sal sa: x: 1010: katri en

root @ ai ka: ~#

Be careful when using user mod to add usersto groups. By default, the usermod command
will remove the user from every group of which heisamember if the group isnot listed in
the command! Using the -a (append) switch prevents this behaviour.

5.5. groupmod

Y ou can change the group name with the groupmod command.

root @ai ka: ~# groupnod -n darts snooker
root @ai ka: ~# tail -5 /etc/group

tenni s: x: 1006: i nge, katrien

foot bal | : x: 1007:

formul al: x: 1009: annel i es

sal sa: x: 1010: katri en

darts: x: 1008: sandr a

5.6. groupdel

Y ou can permanently remove a group with the groupdel command.

root @ ai ka: ~# groupdel tennis
root @ ai ka: ~#
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5.7. gpasswd

Y ou can delegate control of group membership to another user with the gpasswd command.
In the example below we del egate permissions to add and remove group members to serena
for the sports group. Then we su to serena and add harry to the sports group.

[ root @RHEL4b ~]# gpasswd - A serena sports

[root @RHEL4b ~]# su - serena

[serena@HEL4b ~]$ id harry

ui d=516( harry) gi d=520(harry) groups=520(harry)
[ serena@HEL4b ~]$ gpasswd -a harry sports
Addi ng user harry to group sports
[serena@HEL4b ~]$ id harry

ui d=516( harry) gi d=520(harry) groups=520(harry), 522(sports)
[serena@HEL4b ~]$ tail -1 /etc/group

sports: x: 522: serena, venus, harry

[ serena@HEL4b ~]$

Group administrators do not have to be amember of the group. They can remove themselves
from agroup, but this does not influence their ability to add or remove members.

[ serena@HEL4b ~] $ gpasswd -d serena sports

Renpvi ng user serena from group sports
[serena@HEL4b ~]$ exit

Information about group administratorsis kept in the /etc/gshadow file.
[root @RHEL4b ~]# tail -1 /etc/gshadow

sports:!:serena:venus, harry
[ root @GRHEL4b ~] #

Toremoveall group administratorsfrom agroup, usethe gpasswd command to set an empty
administrators list.

[root @RHEL4b ~]# gpasswd -A "" sports
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5.8. newgrp

You can start a child shell with a new temporary primary group using the newgrp

command.

r oot @ hel 65:
r oot @ hel 65:
r oot @ hel 65:
r oot @ hel 65:

total O
STWr--1--.

r oot @ hel 65:

1

r oot @ hel 65:
r oot @ hel 65:

2

r oot @ hel 65:
r oot @ hel 65:

total O
STWr--1--.
STWr--1--.

r oot @ hel 65:

exit

r oot @ hel 65:

5.9. vigr

~# nkdir prigroup

~# cd prigroup/

~/ prigroup# touch standard.txt
~/prigroup# |s -I

1 root root 0 Apr 13 17:49 standard.txt
~/ prigroup# echo $SHLVL

~/ prigroup# newgrp tennis
~/ pri group# echo $SHLVL

~/ prigroup# touch newgrp.txt
~/prigroup# |s -I

1 root tennis 0 Apr
1 root root 0 Apr
~/ prigroup# exit

13 17:49 newgrp. txt
13 17:49 standard. t xt

~/ pri group#

Similar to vipw, the vigr command can be used to manually edit the /etc/group file, since
it will do proper locking of the file. Only experienced senior administrators should use vi
or vigr to manage groups.
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5.10. practice: groups

1. Create the groups tennis, football and sports.

2. In one command, make venus a member of tennis and sports.

3. Rename the football group to foot.

4. Use vi to add serenato the tennis group.

5. Usetheid command to verify that serenais a member of tennis.

6. Make someone responsible for managing group membership of foot and sports. Test that
it works.
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5.11. solution: groups

1. Create the groups tennis, football and sports.

groupadd tennis ; groupadd footbhall ; groupadd sports

2. In one command, make venus a member of tennis and sports.

usermod -a -G tennis,sports venus

3. Rename the football group to foot.

groupnod -n foot football

4. Use vi to add serena to the tennis group.

vi /etc/group

5. Usetheid command to verify that serenais a member of tennis.

id (and after | ogoff |ogon serena should be nenber)

6. Make someone responsible for managing group membership of foot and sports. Test that
it works.

gpasswd -A (to make nmanager)

gpasswd -a (to add nenber)
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Chapter 6. standard file permissions

This chapter contains details about basic file security through file ownership and file
permissions.
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6.1. file ownership

6.1.1. user owner and group owner

The users and groups of a system can be locally managed in /etc/passwd and /etc/group,
or they can bein aNIS, LDAP, or Samba domain. These users and groups can own files.
Actualy, every file has auser owner and agroup owner, as can be seen in the following
screenshot.

paul @ hel 65: ~/ owners$ Is -1h

total 636K

-rwr--r--. 1 paul snooker 1.1K Apr 8 18:47 data. odt
-rwr--r--. 1 paul paul 626K Apr 8 18:46 filel
-rwr--r--. 1 root tennis 185 Apr 8 18:46 file2
-rwrwr--. 1 root root 0 Apr 8 18:47 stuff.txt

paul @ hel 65: ~/ owner s$

User paul owns three files; filel has paul as user owner and has the group paul as group
owner, data.odt is group owned by the group snooker, file2 by the group tennis.

Thelast fileis called stuff.txt and is owned by the root user and the root group.

.1.2. listing user accounts

Y ou can use the following command to list al local user accounts.

paul @ebi an7~$ cut -d: -f1 /etc/passwd | colum

r oot ntp sam bert naom
daenon mysql tom rino mat t hi as2
bi n paul wout er ant oni o bram

sys maarten r obr echt si non fabrice
sync kevin bi |l al sven chi mene
ganes yuri dimtri wout er 2 messagebus
man william ahned tarik roger

Ip yves dyl an jan frank

mai | kris robin i an toon

news ham d mat t hi as i van rinus
uucp vliadimr ben azeddi ne eddy

pr oxy abiy m ke eric br an?
www- dat a davi d kevi n2 kanel keith
backup chahi d kenzo i scha j esse
list st ef aar on bart frederick
irc joeri | orenzo omner hans
gnats gl enn jens kurt dries
nobody yanni ck ruben steve steve2

l'i buuid chri st of jelle constantin t omas

Debi an- exi m geor ge st ef aan san? j ohan
statd j oost mar c bj orn tonR

sshd arno t homas ronal d
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6.1.3. chgrp

Y ou can change the group owner of afile using the chgrp command.

root @ hel 65: / hone/ paul / owners# |s -1 file2
-rwr--r--. 1 root tennis 185 Apr 8 18:46 file2
root @ hel 65: / hone/ paul / owner s# chgrp snooker file2
root @ hel 65: / hone/ paul / owners# |s -1 file2
-rwr--r--. 1 root snooker 185 Apr 8 18:46 file2
root @ hel 65: / honme/ paul / owner s#

6.1.4. chown

The user owner of afile can be changed with chown command.

root @ ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 root paul O 2008-08-06 14:11 Fil eFor Paul
root @ ai ka: / hone/ paul # chown paul Fil eFor Paul

root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 paul paul O 2008-08-06 14:11 Fil eFor Paul

Y ou can aso use chown to change both the user owner and the group owner.

root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 paul paul 0 2008-08-06 14:11 Fil eFor Paul

root @ ai ka: / hone/ paul # chown root: proj ect42 Fil eFor Paul
root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 root project42 0 2008-08-06 14:11 Fil eFor Paul
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6.2. list of special files

When you usels-|, for each file you can see ten characters before the user and group owner.
Thefirst character tellsusthe type of file. Regular filesget a-, directories get ad, symbolic
links are shown with an |, pipesget ap, character devicesac, block devicesab, and sockets
ans.

Table 6.1. Unix special files

first character filetype

- normal file
d directory
I symbolic link

named pipe

block device

character device
socket

nw| o |T|T

Below a screenshot of a character device (the console) and a block device (the hard disk).

paul @lebi an6lt~$ I's -1d /dev/consol e /dev/sda
Crw------ 1 root root 5, 1 Mar 15 12:45 /dev/consol e
brwrw--- 1 root disk 8, 0 Mar 15 12:45 /dev/sda

And here you can see adirectory, aregular file and a symbolic link.

paul @ebi an6lt~$ Is -1d /etc /etc/hosts /etc/notd

drwxr-xr-x 128 root root 12288 Mar 15 18:34 /etc

STWr--r-- 1 root root 372 Dec 10 17:36 /etc/hosts

| rwxr wxr wx 1 root root 13 Dec 5 10:36 /etc/motd -> /var/run/notd
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6.3. permissions

6.3.1. rwx

The nine characters following the file type denote the permissions in three triplets. A
permission can ber for read access, w for write access, and x for execute. Y ou need the r
permission to list (Is) the contents of adirectory. Y ou need the x permission to enter (cd) a
directory. Y ou need the w permission to create files in or remove files from a directory.

Table 6.2. standard Unix file permissions

permission on afile on adirectory
r (read) read file contents (cat) read directory contents (Is)
w (write) change file contents (vi) create filesin (touch)
X (execute) execute the file enter the directory (cd)

6.3.2. three sets of rwx

We aready know that the output of Is -I starts with ten characters for each file. This
screenshot shows aregular file (because the first character isa- ).

paul @GRHELv4u4: ~/test$ |'s -1 proc42. bash
-rwxr-xr-- 1 paul proj 984 Feb 6 12:01 proc42. bash

Below is atable describing the function of all ten characters.

Table 6.3. Unix file permissions position

position characters function
1 - thisisaregular file
2-4 rwx permissions for the user owner
5-7 r-x permissions for the group owner
8-10 r-- permissions for others

When you arethe user owner of afile, then the user owner permissions apply to you. The
rest of the permissions have no influence on your access to thefile.

When you belong to the group that is the group owner of afile, then the group owner
per missions apply to you. The rest of the permissions have no influence on your accessto
thefile.

When you are not the user owner of afile and you do not belong to the group owner, then
the other s per missions apply to you. The rest of the permissions have no influence on your
accessto thefile.
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6.3.3. permission examples

Some example combinations on files and directories are seen in this screenshot. The name
of the file explains the permissions.

paul @ ai ka: ~/ perms$ |Is -1h

total 12K

drwxr-xr-x 2 paul paul 4.0K 2007-02-07 22:26 Al Enter_UserCreateDel ete
-rwxrwxrwx 1 paul paul 0 2007-02-07 22:21 EveryoneFul | Control . txt
“r--r----- 1 paul paul 0 2007-02-07 22:21 Onl yOmner sRead. t xt
-rwxrwx--- 1 paul paul 0 2007-02-07 22:21 OanersAll _Rest Not hi ng. t xt
dr-xr-x--- 2 paul paul 4.0K 2007-02-07 22:25 User AndG oupEnt er
dr-x------ 2 paul paul 4.0K 2007-02-07 22:25 Onl yUser Ent er

paul @ ai ka: ~/ per ns$

To summarise, the first rwx triplet represents the permissions for the user owner. The
second triplet corresponds to the group owner; it specifies permissions for all members
of that group. The third triplet defines permissions for all other users that are not the user
owner and are not a member of the group owner.
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6.3.4. setting permissions (chmod)

Permissions can be changed with chmod. The first example gives the user owner execute
permissions.

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwr--r-- 1 paul paul 0 2007-02-07 22: 34 permi ssions.txt
paul @ ai ka: ~/ perns$ chnpd u+x perm ssions.txt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxr--r-- 1 paul paul 0 2007-02-07 22: 34 permi ssions.txt

This example removes the group owners read permission.

paul @ ai ka: ~/ perns$ chnod g-r perm ssions.txt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwx---r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

This example removes the others read permission.

paul @ ai ka: ~/ perns$ chnod o-r perm ssions.txt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
S PWK------ 1 paul paul 0 2007-02-07 22: 34 perm ssions.txt

This example gives all of them the write permission.

paul @ ai ka: ~/ perns$ chnod a+w perm ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwx-w-w 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

Y ou don't even have to type the a.

paul @ ai ka: ~/ per m8$ chnod +x permi ssions. t xt
paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt
-rwx-wx-wx 1 paul paul 0 2007-02-07 22: 34 permi ssions. txt

Y ou can also set explicit permissions.

paul @ ai ka: ~/ perns$ chnod u=rw perni ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rw-wx-wx 1 paul paul O 2007-02-07 22:34 perm ssions.txt

Feel free to make any kind of combination.

paul @ ai ka: ~/ per m8$ chnod u=rw, g=rw, o=r perm ssions.txt
paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt
-rwrwr-- 1 paul paul 0 2007-02-07 22: 34 permi ssions. txt

Even fishy combinations are accepted by chmod.

paul @ ai ka: ~/ perns$ chnod u=rwx, ug+rw, o=r perm ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwxrwr-- 1 paul paul O 2007-02-07 22:34 perm ssions.txt
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6.3.5. setting octal permissions

Most Unix administrators will use the old school octal system to talk about and set
permissions. Look at the triplet bitwise, equating r to 4, w to 2, and x to 1.

Table 6.4. Octal permissions

binary octal permission
000 0
001 1 ==X
010 2 -w-
011 3 -WX
100 4 r--
101 5 r-x
110 6 rw-
111 7 rwx

Thismakes 777 equal to rwxrwxrwx and by the samelogic, 654 mean rw-r-xr-- . Thechmod
command will accept these numbers.

paul @ ai ka: ~/ perm8$ chnod 777 perm ssions. t xt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxrwxrwx 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ per m8$ chnod 664 perm ssions. t xt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwrwr-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ perm8$ chnod 750 perm ssions. txt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxr-x--- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
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6.3.6. umask

When creating a file or directory, a set of default permissions are applied. These default
permissions are determined by the umask. The umask specifies permissions that you do
not want set on by default. Y ou can display the umask with the umask command.

[ Harry@RHEL4b ~]$ umask

0002

[Harry@RHEL4b ~]1$ touch test

[Harry@RHEL4b ~]1$ Is -1 test

-rwrwr-- 1 Harry Harry O Jul 24 06:03 test
[Harry@RHEL4b ~] $

As you can aso see, the file is also not executable by default. This is a general security
feature among Unixes, newly created files are never executable by default. Y ou have to
explicitly do a chmod +x to make a file executable. This also means that the 1 bit in the
umask has no meaning--aumask of 0022 is the same as 0033.

6.3.7. mkdir -m

When creating directories with mkdir you can use the -m option to set the mode. This
screenshot explains.

paul @ebi an5~$% nkdir -m 700 MyDir

paul @ebi an5~$ nkdir -m 777 Public

paul @ebi an5~$ I's -dl MyDir/ Public/

drwx------ 2 paul paul 4096 2011-10-16 19:16 MyDir/
drwxrwxrwx 2 paul paul 4096 2011-10-16 19:16 Public/

6.3.8.cp -p

To preserve permissions and time stamps from source files, use cp -p.

paul @ ai ka: ~/ pernms$ cp file* cp
paul @ ai ka: ~/ pernms$ cp -p file* cpp
paul @ ai ka: ~/ perms$ || *

S TWK---- - - 1 paul paul 0 2008-08-25 13:26 file33
-rwxr-x--- 1 paul paul 0 2008-08-25 13:26 file4d2
cp:

total 0O

S TWK---- - - 1 paul paul 0 2008-08-25 13:34 file33
-rwxr-x--- 1 paul paul 0 2008-08-25 13:34 file42
cpp:

total 0O

S TWK---- - - 1 paul paul 0 2008-08-25 13:26 file33

-rwxr-x--- 1 paul paul 0 2008-08-25 13:26 file42
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6.4. practice: standard file permissions

1. Asnormal user, create adirectory ~/permissions. Create afile owned by yourself in there.
2. Copy afile owned by root from /etc/ to your permissions dir, who ownsthis file now ?
3. Asroot, create afilein the users ~/permissions directory.

4. Asnormal user, look at who owns thisfile created by root.

5. Change the ownership of al filesin ~/permissionsto yourself.

6. Make sure you have al rights to these files, and others can only read.

7. With chmod, is 770 the same as rwxrwx--- ?

8. With chmod, is 664 the same as r-xr-xr-- ?

9. With chmod, is 400 the same as r-------- ?

10. With chmod, is 734 the same as rwxr-xr-- ?

11a. Display the umask in octal and in symbolic form.

11b. Set the umask to 077, but use the symbolic format to set it. Verify that this works.

12. Create afile as root, give only read to others. Can a normal user read this file ? Test
writing to thisfile with vi.

13a. Create afile asnormal user, give only read to others. Can another normal user read this
file ? Test writing to thisfile with vi.

13b. Can root read this file ? Can root write to this file with vi ?

14. Create a directory that belongs to a group, where every member of that group can read
and writeto files, and create files. Make sure that people can only delete their own files.
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6.5. solution: standard file permissions

1. Asnormal user, create adirectory ~/permissions. Create afile owned by yourself in there.

nkdir ~/ perm ssions ; touch ~/perm ssions/nyfile.txt

2. Copy afile owned by root from /etc/ to your permissions dir, who owns this file now ?

cp /etc/hosts ~/ perm ssions/
The copy is owned by you.

3. Asroot, create afilein the users ~/permissions directory.

(becone root)# touch /hone/usernane/ perm ssions/rootfile

4. Asnormal user, look at who owns thisfile created by root.

I's -1 ~/perm ssions
The file created by root is owned by root.

5. Change the ownership of al filesin ~/permissionsto yourself.

chown user ~/perm ssions/*
Y ou cannot become owner of the file that belongs to root.

6. Make sure you have al rights to these files, and others can only read.
chrmod 644 (on files)

chnod 755 (on directories)
7. With chmod, is 770 the same as rwxrwx--- ?
yes

8. With chmod, is 664 the same as r-xr-xr-- ?
No

9. With chmod, is 400 the same as r-------- ?
yes

10. With chmod, is 734 the same as rwxr-xr-- ?
no

11a. Display the umask in octal and in symbolic form.

umask ; umask -S

11b. Set the umask to 077, but use the symbolic format to set it. Verify that this works.

umask -S u=rwx, go=
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12. Create afile as root, give only read to others. Can a normal user read this file ? Test
writing to thisfile with vi.

(becone root)

# echo hello > /home/usernane/root. txt
# chnmod 744 /hone/ user nane/ r oot . t xt
(becone user)

vi ~/root.txt

13a Create afile asnormal user, give only read to others. Can another normal user read this
file ? Test writing to thisfile with vi.

echo hello > file ; chnod 744 file

Y es, others can read thisfile

13b. Can root read thisfile ? Can root write to thisfile with vi ?

Y es, root can read and write to this file. Permissions do not apply to root.

14. Create a directory that belongs to a group, where every member of that group can read
and write to files, and create files. Make sure that people can only delete their own files.

nmkdi r /home/ proj ect42 ; groupadd project42

chgrp project42 /hone/projectd42 ; chnod 775 /hone/ proj ect 42

Y ou can not yet do the last part of this exercise...
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7.1. sticky bit on directory

Y ou can set the sticky bit on a directory to prevent users from removing files that they do
not own asauser owner. The sticky bit isdisplayed at the same location as the x permission
for others. The sticky bit is represented by at (meaning x is also there) or aT (when there
isno x for others).

r oot @RHELv4u4: ~# nkdir /project55

root @RHELv4u4: ~# |s -1d /project55

drwxr-xr-x 2 root root 4096 Feb 7 17:38 /project55
r oot @RHELv4u4: ~# chnod +t /proj ect 55/

root @RHELv4u4: ~# |s -1d /project55

drwxr-xr-t 2 root root 4096 Feb 7 17:38 /project55
r oot @GRHELv4u4: ~#

The sticky bit can also be set with octal permissions, itisbinary 1 inthefirst of four triplets.

r oot @RHELv4u4: ~# chnod 1775 / proj ect 55/

root @RHELv4u4: ~# |s -1d /project55

drwxrwxr-t 2 root root 4096 Feb 7 17:38 /project55
r oot @GRHELv4u4: ~#

You will typically find the sticky bit on the /tmp directory.

root @arry:~# Is -1d /tnp
drwxrwxrwt 6 root root 4096 2009-06-04 19:02 /tnp

7.2. setgid bit on directory

setgid can be used on directories to make sure that all files inside the directory are owned
by the group owner of the directory. The setgid bit isdisplayed at the same location as the x
permission for group owner. The setgid bit is represented by an s (meaning x is aso there)
or a S (when thereis no x for the group owner). As this example shows, even though r oot
does not belong to the group proj55, the files created by root in /project55 will belong to
proj55 since the setgid is set.

r oot @GRHELv4u4: ~# groupadd proj 55

r oot @RHELv4u4: ~# chown root: proj 55 /project55/

r oot @RHELv4u4: ~# chnod 2775 / project 55/

r oot @RHELv4u4: ~# touch /project55/fronroot.txt

root @RHELv4u4: ~# |s -1d /project55/

drwxrwsr-x 2 root proj55 4096 Feb 7 17:45 /project55/
root @RHELv4u4: ~# |s -1 /project55/

total 4

-rwr--r-- 1 root proj55 0 Feb 7 17:45 fronroot.txt

r oot @RHELv4u4: ~#

Y ou can use the find command to find all setgid directories.

paul @ai ka: ~$ find / -type d -perm-2000 2> /dev/null
[var /| og/ nmysql

[var /| og/ news

/var/| ocal
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7.3. setgid and setuid on regular files

These two permissions cause an executable file to be executed with the permissions of the
file owner instead of the executing owner. This meansthat if any user executes a program
that belongs to the root user, and the setuid bit is set on that program, then the program
runs asroot. This can be dangerous, but sometimes thisis good for security.

Take the example of passwords; they are stored in /etc/shadow which is only readable by
root. (Theroot user never needs permissions anyway.)

root @RHELv4u4: ~# |s -1 [etc/shadow
Bl R 1 root root 1260 Jan 21 07:49 /etc/shadow

Changing your password requires an update of this file, so how can normal non-root users
do this? Let'stake alook at the permissions on the /usr/bin/passwd.

root @RHELv4u4: ~# |s -1 /usr/bin/passwd
-r-s--x--x 1 root root 21200 Jun 17 2005 /usr/bin/passwd

When running the passwd program, you are executing it with root credentials.

Y ou can use the find command to find all setuid programs.

paul @ai ka: ~$ find /usr/bin -type f -perm -04000
[ usr/ bi n/ ar pi ng

[ usr/bin/ kgrantpty

[ usr/ bi n/ newgr p

[usr/bin/chfn

[ usr/ bi n/ sudo

[ usr/ bin/fping6

[ usr/ bi n/ passwd

[ usr/ bi n/ gpasswd

In most cases, setting the setuid bit on executables is sufficient. Setting the setgid bit will
result in these programs to run with the credentials of their group owner.

7.4. setuid on sudo

The sudo binary hasthe setuid bit set, so any user can run it with the effective userid of root.

paul @hel 65: ~$ I's -1 $(which sudo)
---8--X--X. 1 root root 123832 Cct 7 2013 /usr/bin/sudo
paul @ hel 65: ~$
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7.5. practice: sticky, setuid and setgid bits

la. Set up adirectory, owned by the group sports.

1b. Members of the sports group should be able to create files in this directory.
1c. All files created in this directory should be group-owned by the sports group.
1d. Users should be able to delete only their own user-owned files.

le. Test that this works!

2. Verify the permissions on /usr/bin/passwd. Remove the setuid, then try changing your
password as anormal user. Reset the permissions back and try again.

3. If time permits (or if you are waiting for other studentsto finish this practice), read about
file attributes in the man page of chattr and |sattr. Try setting the i attribute on a file and
test that it works.
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7.6. solution: sticky, setuid and setgid bits

la. Set up adirectory, owned by the group sports.
groupadd sports
nkdi r /hone/ sports

chown root:sports /home/sports

1b. Members of the sports group should be able to create files in this directory.

chnod 770 /hone/ sports

1c. All files created in this directory should be group-owned by the sports group.

chnod 2770 / home/ sports

1d. Users should be able to delete only their own user-owned files.

chmod +t /hone/sports
le. Test that this works!

Log in with different users (group members and others and root), create files and watch the
permissions. Try changing and deleting files...

2. Verify the permissions on /usr/bin/passwd. Remove the setuid, then try changing your
password as anormal user. Reset the permissions back and try again.

r oot @eb503: ~# |s -1 /usr/bin/passwd

-rwsr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/passwd
r oot @eb503: ~# chnod 755 /usr/ bi n/ passwd

r oot @eb503: ~# |s -1 /usr/bin/passwd

-rwxr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/passwd

A normal user cannot change password now.

r oot @eb503: ~# chnod 4755 /usr/ bi n/ passwd
root @eb503: ~# |s -1 /usr/bin/passwd
-rwsr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/ passwd

3. If time permits (or if you are waiting for other studentsto finish this practice), read about
file attributes in the man page of chattr and Isattr. Try setting the i attribute on a file and
test that it works.

paul @ ai ka: ~$ sudo su -

[ sudo] password for paul:

root @ai ka: ~# nkdir attr

root @ai ka: ~# cd attr/

root @ai ka: ~/attr# touch file42
root @ai ka: ~/attr# |sattr
------------------ filed2

root @ai ka: ~/attr# chattr +i file42
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root @ ai ka:

root @ ai ka:

rm cannot

root @ ai ka:
root @ ai ka:
root @ ai ka:

~/attr# |sattr

------- Ifiled2

~/[attr# rm-rf filed2

renove filed42': Operation not pernmitted
~/attr# chattr -i filed2

~[attr# rm-rf filed2

~lattr#
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Standard Unix permissions might not be enough for some organisations. This chapter
introduces access control listsor acl's to further protect files and directories.
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8.1. acl in /etc/fstab

File systems that support access control lists, or acls, have to be mounted with the acl
option listed in /etc/fstab. In the example below, you can see that the root file system has
acl support, whereas /home/data does not.

root @ai ka: ~# tail -4 /etc/fstab

/ dev/ sdal / ext 3 acl,relatinme 0 1
/ dev/ sdb2 / hone/ dat a auto noacl ,defaults 0 O
pasha: / hore/ r / hone/ pasha nfs defaul ts 0 0
wol f:/srv/data / home/ wol f nfs defaults 0 0

8.2. getfacl

Reading acls can be done with /usr/bin/getfacl. This screenshot shows how to read the acl
of file33 with getfacl.

paul @ai ka: ~/test$ getfacl file33
# file: file33

# owner: paul

# group: paul

user::rw

group::r--

mask: : rwx

other::r--

8.3. setfacl

Writing or changing acls can be done with /usr/bin/setfacl. These screenshots show how
to change the acl of file33 with setfacl.

First we add user sandra with octal permission 7 to the acl.

paul @ai ka: ~/test$ setfacl -mu:sandra:7 file33

Then we add the group tennis with octal permission 6 to the acl of the samefile.

paul @ai ka: ~/test$ setfacl -mg:tennis:6 file33

Theresult isvisible with getfacl.

paul @ ai ka: ~/test$ getfacl file33
# file: file33

# owner: paul

# group: paul

user::rw

user: sandra: r wx

group::r--

group:tennis:rw

mask: : rwx

other::r--
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8.4. remove an acl entry

The -x option of the setfacl command will remove an acl entry from the targeted file.

paul @ai ka: ~/test$ setfacl -mu:sandra:7 file33
paul @ai ka: ~/test$ getfacl file33 | grep sandra
user:sandra: r wx

paul @ai ka: ~/test$ setfacl -x sandra file33

paul @ai ka: ~/test$ getfacl file33 | grep sandra

Note that omitting the u or g when defining the acl for an account will default it to a user
account.

8.5. remove the complete acl

The -b option of the setfacl command will remove the acl from the targeted file.

paul @ai ka: ~/test$ setfacl -b file33
paul @ai ka: ~/test$ getfacl file33

# file: file33

# owner: paul

# group: paul

user: :rw
group::r--
other::r--

8.6. the acl mask

The acl mask defines the maximum effective permissions for any entry in the acl. This
mask is calculated every time you execute the setfacl or chmod commands.

Y ou can prevent the calculation by using the --no-mask switch.

paul @ai ka: ~/test$ setfacl --no-mask -mu:sandra:7 file33
paul @ai ka: ~/test$ getfacl file33

# file: file33

# owner: paul

# group: paul

user::rw

user: sandra: r wx #effective:rw

group::r--

mask: : rw

other::r--
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8.7. eiciel

Desktop users might want to use eiciel to manage acls with agraphical tool.

Basic |[Emblems Permissions | Open With | Notes | Access Control List

Access Conftrol List

Entry |Read Write Execution =
Qfraw ®w:m. 0
b=+ sandra: @ @ & @ @@ !
Lg;paul & O O
Bvask @ @ @
§ ﬂ:ﬂther =] O ] |§|

You will need to install eiciel and nautilus-actions to have an extra tab in nautilus to
manage acls.

paul @ ai ka: ~$ sudo aptitude install eiciel nautilus-actions
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An average computer using Linux has a file system with many hard links and symbolic
links.

To understand links in afile system, you first have to understand what an inodeis.
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9.1. inodes

9.1.1. inode contents

Aninodeisadatastructure that contains metadata about afile. When the file system stores
anew file on the hard disk, it stores not only the contents (data) of the file, but also extra
properties like the name of the file, the creation date, its permissions, the owner of thefile,
and more. All this information (except the name of the file and the contents of the file) is
stored in the inode of thefile.

Thels-I command will display some of the inode contents, as seen in this screenshot.

root @hel 53 ~# |s -1d /home/ proj ect 42/
drwxr-xr-x 4 root pro42 4.0K Mar 27 14:29 /home/ proj ect 42/

9.1.2. inode table

The inode table contains al of the inodes and is created when you create the file system
(with mkfs). You can use the df -i command to see how many inodes are used and free on
mounted file systems.

root @hel 53 ~# df -i
Fi | esystem | nodes | Used | Free | Use% Mounted on
/ dev/ mapper / Vol G- oup00- LogVol 00

4947968 115326 4832642 3%/

/ dev/ hdal 26104 45 26059 1% / boot

tnpf s 64417 1 64416 1% / dev/ shm

/ dev/ sdal 262144 2207 259937 1% / hone/ proj ect 42
/ dev/ sdbl 74400 5519 68881 8% / home/ pr oj ect 33
/ dev/ sdb5 0 0 0 - /home/ sal es

/ dev/ sdb6 100744 11 100733 1% / hone/ resear ch

In the df -i screenshot above you can see the inode usage for several mounted file systems.
Y ou don't see numbers for /dev/sdb5 becauseit isafat file system.

9.1.3. inode number

Each inode has a unique number (the inode number). Y ou can see the inode numbers with
thels-li command.

paul @GRHELv4u4: ~/test$ touch filel

paul @RHELv4u4: ~/test$ touch file2

paul @RHELv4u4: ~/test$ touch file3

paul @GRHELv4u4: ~/test$ I's -1li

total 12

817266 -rwrwr-- 1 paul paul O Feb 5 15:38 filel
817267 -rwrwr-- 1 paul paul O Feb 5 15:38 file2
817268 -rwrwr-- 1 paul paul O Feb 5 15:38 file3
paul @RHELv4u4: ~/ t est $

These three files were created one after the other and got three different inodes (the first
column). All the information you see with this Is command resides in the inode, except for
the filename (which is contained in the directory).
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9.1.4. inode and file contents

Let's put some data in one of thefiles.

paul @RHELv4u4: ~/test$ Is -1i

t ot al

817266
817270
817268

paul @GRHELv4u4: ~/test$ cat file2
It is winter nowand it is very cold.

16
STWTWAT - -
STWTWAT - -

STWTIWT--

1 paul
1 paul

1 paul

paul 0 Feb
paul 92 Feb
paul 0 Feb

5 15:38 filel
5 15:42 file2
5 15:38 file3

We do not like the cold, we prefer hot sumrer nights.
paul @GRHELv4u4: ~/ t est $

The data that is displayed by the cat command is not in the inode, but somewhere else on
the disk. The inode contains a pointer to that data.

9.2. about directories

9.2.1. adirectory is a table

A directory isaspecia kind of file that contains a table which maps filenames to inodes.
Listing our current directory with Is -ali will display the contents of the directory file.

paul @GRHELv4u4: ~/ test $
total 32

817262
800768

817266 -
817270 -

817268

dr wxr wxr - x

STWTWT--

paul @GRHELv4u4: ~/ t est $

9.2.2..

and ..

I's

paul
paul
paul
paul
paul

-al

paul 4096
paul 4096

paul
paul
paul

0
92
0

Feb
Feb
Feb
Feb
Feb

5 15:42 .
5 15:42 ..
5 15:38 filel
5 15:42 file2
5 15:38 file3

Y ou can seefive names, and the mapping to their fiveinodes. Thedot . isamapping to itself,
and the dotdot .. is a mapping to the parent directory. The three other names are mappings
to different inodes.
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9.3. hard links

9.3.1. creating hard links

When we create ahard link to afilewith In, an extraentry isadded in the directory. A new
file name is mapped to an existing inode.

paul @RHELv4u4: ~/test$ In file2 hardlink_to_file2

paul @GRHELv4u4: ~/test$ |s -

total 24

817266 -rwrwr-- 1 paul
817270 -rwrwr-- 2 paul
817268 -rwrwr-- 1 paul
817270 -rwrwr-- 2 paul
paul @GRHELv4u4: ~/test $

paul
paul
paul
paul

0O Feb 5 15:38 filel
92 Feb 5 15:42 file2
0O Feb 5 15:38 file3
92 Feb 5 15:42 hardlink_to file2

Both files have the sameinode, so they will always have the same permissions and the same
owner. Both files will have the same content. Actually, both files are equal now, meaning
you can safely remove the origindl file, the hardlinked file will remain. The inode contains
acounter, counting the number of hard links to itself. When the counter drops to zero, then

theinode is emptied.

9.3.2. finding hard links

Y ou can use the find command to look for files with a certain inode. The screenshot bel ow
shows how to search for al filenames that point to inode 817270. Remember that an inode
number is unique to its partition.

paul @GRHELv4u4: ~/test$ find /

[ horre/ paul /test/fil e2

-inum 817270 2> /dev/ null

/ hone/ paul /test/hardlink_to_file2
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9.4. symbolic links

Symbolic links (sometimes called soft links) do not link to inodes, but create a name to
name mapping. Symbolic links are created with In -s. Asyou can see below, the symbolic
link gets an inode of its own.

paul @RHELv4u4: ~/test$ In -s file2 symink_to_file2

paul @GRHELv4u4: ~/test$ Is -1i
total 32

817273 -rwWrwr-- paul paul 13 Feb 17:06 filel
817270 -rwWrwr-- paul paul 106 Feb 17:04 file2
15:38 file3

817270 -rwWrwr-- paul paul 106 Feb
817267 | rwxr wxr wx paul paul 5 Feb
paul @GRHELv4u4: ~/test $

17: 04 hardlink _to file2
16:55 symink_to file2 -> file2

(62162 I, N, ISy

1
2
817268 -rwrwr-- 1 paul paul 0 Feb
2
1
t

Permissions on a symbolic link have no meaning, since the permissions of the target apply.
Hard links are limited to their own partition (because they point to an inode), symboalic links
can link anywhere (other file systems, even networked).

9.5. removing links

Links can be removed with rm.

paul @ ai ka: ~$ touch data. t xt

paul @ai ka: ~$ In -s data.txt sl_data.txt
paul @ai ka: ~$ I n data.txt hl_data.txt
paul @ai ka: ~$ rm sl _data.txt

paul @ai ka: ~$ rm hl _data. t xt
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9.6. practice : links

1. Create two files named winter.txt and summer.txt, put some text in them.

2. Create a hard link to winter.txt named hlwinter.txt.

3. Display the inode numbers of these threefiles, the hard links should have the same inode.
4. Use the find command to list the two hardlinked files

5. Everything about afileisin the inode, except two things : name them!

6. Create a symbolic link to summer.txt called slsummer.txt.

7. Find al files with inode number 2. What does this information tell you ?

8. Look at the directories /etc/init.d/ /etc/rc2.d/ /etc/rc3.d/ ... do you see the links ?

9. Look in/libwithls-I...

10. Usefind to look inyour homedirectory for regular filesthat do not(!) have one hard link.
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9.7. solution : links

1. Create two files named winter.txt and summer.txt, put some text in them.

echo cold > winter.txt ; echo hot > sumrer.txt

2. Create a hard link to winter.txt named hlwinter.txt.

In winter.txt hlw nter.txt

3. Display the inode numbers of these threefiles, the hard links should have the same inode.

I's -li winter.txt sumrer.txt hlw nter.txt

4. Use the find command to list the two hardlinked files

find . -inumxyz #replace xyz with the inode nunber
5. Everything about afileisin the inode, except two things : name them!
The name of the file isin adirectory, and the contents is somewhere on the disk.

6. Create a symbolic link to summer.txt called slsummer.txt.

In -s sumrer.txt slsunmmer.txt

7. Find all files with inode number 2. What does this information tell you ?

It tells you there is more than one inode table (one for every formatted partition + virtual
file systems)

8. Look at the directories /etc/init.d/ /etc/rc.d/ /etc/rc3.d/ ... do you see the links ?

ls -1 /etc/init.d
Is -1 /etc/rc2.d

Ils -1 /etc/rc3.d
9. Look in/libwithIs-l...
Is -1 /lib

10. Usefind tolook in your homedirectory for regular filesthat do not(!) have one hard link.

find ~! -links 1 -type f
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Chapter 10. introduction to routers

What follows is avery brief introduction to using Linux as arouter.
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10.1. router or firewall

A router isadevice that connects two networks. A firewall is a device that besides acting
asarouter, also contains (and implements) rulesto determine whether packets are allowed
to travel from one network to another. A firewall can be configured to block access based
on networks, hosts, protocols and ports. Firewalls can also change the contents of packets
while forwarding them.

router or
firewall ?

10.2. packet forwarding

Packet forwarding means allowing packets to go from one network to another. When a
multihomed host is connected to two different networks, and it allows packetsto travel from
one network to another through its two network interfaces, it is said to have enabled packet
forwarding.

10.3. packet filtering

Packet filtering isvery similar to packet forwarding, but every packet isindividually tested
against rulesthat decide on alowing or dropping the packet. Therulesare stored by iptables.

10.4. stateful

A stateful firewall is an advancement over stateless firewalls that inspect every individual
packet. A stateful firewall will keep a table of active connections, and is knowledgeable
enough to recognise when new connections are part of an active session. Linux iptablesis
astateful firewall.
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10.5. nat (network address translation)

A nat deviceisarouter that is also changing the source and/or target ip-address in packets.
Itistypically used to connect multiple computersin a private address range (rfc 1918) with
the (public) internet. A nat can hide private addresses from the internet.

It isimportant to understand that people and vendors do not always use the right term when

referring to acertain type of nat. Be sureyou talk about the same thing. We can distuinguish
several types of nat.

10.6. pat (port address translation)

nat often includes pat. A pat deviceisarouter that isaso changing the source and/or target
tcp/udp port in packets. pat is Cisco terminology and is used by snat, dnat, masquerading
and port forwarding in Linux. RFC 3022 calsit NAPT and defines the nat/pat combo as
"traditional nat". A device sold to you as a nat-device will probably do nat and pat.

10.7. snat (source nat)

A snat device is changing the source ip-address when a packet passes our nat. snat
configuration with iptables includes a fixed target source address.

10.8. masquerading

Masquerading is a form of snat that will hide the (private) source ip-addresses of your
private network using a public ip-address. Masquerading is common on dynamic internet
interfaces (broadband modem/routers). Masquerade configuration with iptables uses a
dynamic target source address.

10.9. dnat (destination nat)
A dnat device is changing the destination ip-address when a packet passes our nat.
10.10. port forwarding

When static dnat is set up in a way that allows outside connections to enter our private
network, then we call it port forwarding.

78



introduction to routers

10.11. /proc/sys/net/ipv4/ip_forward

Whether a host is forwarding packets is defined in /proc/sys/net/ipv4/ip_forward. The
following screenshot shows how to enable packet forwarding on Linux.

root @outer~# echo 1 > /proc/sys/net/ipvd/ip_forward

The next command shows how to disable packet forwarding.

root @out er~# echo 0 > /proc/sys/net/ipv4/ip_forward

Use cat to check if packet forwarding is enabled.

root @outer~# cat /proc/sys/net/ipvd/ip _forward

10.12. /etc/sysctl.conf

By default, most Linux computers are not configured for automatic packet forwarding.
To enable packet forwarding whenever the system starts, change the net.ipv4.ip_forward
variablein /etc/sysctl.conf to the value 1.

root @outer~# grep ip_forward /etc/sysctl.conf
net.ipv4d.ip_forward =0

10.13. sysctl

For more information, take alook at the man page of sysctl.

r oot @ebi an6~# man sysctl
r oot @ebi an6~# sysctl -a 2>/dev/null | grep ip_forward
net.ipv4.ip_forward = 0
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10.14. practice: packet forwarding

0. You have the option to select (or create) an internal network when adding a network card
inVirtualBox or VMWare. Use this option to create two internal networks. | named them
leftnet and rightnet, but you can choose any other name.

lﬂ' Network

Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, enl: AirPort)
Adapter 2: Intel PRO/1000 MT Desktop (Internal Network, 'leftnet”)
Adapter 3: Intel PRO/1000 MT Desktop (Internal Metwork, 'rightnet’)

1. Set up two Linux machines, one on leftnet, the other on rightnet. Make sure they both
get an ip-address in the correct subnet. These two machines will be 'left' and 'right' from
the 'router".

= . _ = JQO
_leftnet rightnet = '70.%,

router w/

“_’\ 10.0.70.9
10.0.70.1

10.0.60.8 '
10.0.60.1

2. Set up athird Linux computer with three network cards, one on leftnet, the other on
rightnet. This computer will be the 'router’. Complete the table below with the relevant
names, ip-addresses and mac-addr esses.

Table 10.1. Packet Forwar ding Exercise

leftnet computer therouter rightnet computer

MAC
IP

3. How can you verify whether the router will allow packet forwarding by default or not ?
Test that you can ping from the router to the two other machines, and from those two
machines to the router. Use arp -a to make sure you are connected with the correct mac
addresses.
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4. Ping from the leftnet computer to the rightnet computer. Enable and/or disable packet
forwarding on the router and verify what happens to the ping between the two networks. If
you do not succeed in pinging between the two networks (on different subnets), then use a
sniffer like wireshark or tcpdump to discover the problem.

5. Usewireshark or tcpdump -xx to answer the following questions. Doesthe source MAC
change when a packet passes through the filter ? And the destination MAC ? What about
source and destination | P-addresses ?

6. Remember the third network card on the router ? Connect thiscard to aL AN with internet
connection. On many LAN's the command dhclient ethO just works (replace ethO with the
correct interface).

root @ out er ~# dhclient ethO

Y ou now have a setup similar to this picture. What needs to be done to give internet access
to leftnet and rightnet.

: 04
_leftnet rightnet & '70.%__

\‘—/ router \-&/
10.0.60.8 10.0.70.9
10.0.60.1 ' m 10.0.70.1
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10.15. solution: packet forwarding

= Network

Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, enl: AirPort)
Adapter 2: Intel PRO/ 1000 MT Desktop (Internal Network, 'leftnet”)
Adapter 3: Intel PRO/1000 MT Desktop (Internal Metwork, 'rightnet’)

1. Set up two Linux machines, one on leftnet, the other on rightnet. Make sure they both
get an ip-address in the correct subnet. These two machines will be ‘left' and 'right' from
the 'router".

. . = 10'0)
_leftnet rlghtnet = 1 0,

router 4/
10.0.60.8 ' 10.0.70.9
. 10.0.60.1 m 10.0.70.1

Theip configuration on your computers should be similar to the following two screenshots.
Both machines must be in a different subnet (here 192.168.60.0/24 and 192.168.70.0/24). |
created alittle script on both machines to configure the interfaces.

root @eft~# cat |eftnet.sh
pkill dhclient
i fconfig ethO 192.168. 60. 8 net mask 255. 255. 255. 0

root @i ght ~# cat rightnet.sh
pkiI'l dhclient
ifconfig ethO 192. 168. 70. 9 net mask 255. 255. 255.0

2. Set up athird Linux computer with three network cards, one on leftnet, the other on
rightnet. This computer will be the ‘router’. Complete the table below with the relevant
names, ip-addresses and mac-addresses.

root @outer~# cat router.sh

ifconfig ethl 192.168.60.1 net mask 255. 255. 255.0

ifconfig eth2 192.168. 70. 1 net mask 255. 255. 255. 0
#echo 1 > /proc/sys/net/ipv4/ip_forward

Y our setup may use different ip and mac addresses than the ones in the table below.

Table 10.2. Packet Forwar ding Solution

leftnet computer therouter rightnet computer
08:00:27:f6:ab:b9 08:00:27:43:1f:5a 08:00:27:be:4a:6b 08:00:27:14:8h:17
192.168.60.8 192.168.60.1 192.168.70.1 192.168.70.9
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3. How can you verify whether the router will allow packet forwarding by default or not ?
Test that you can ping from the router to the two other machines, and from those two
machines to the router. Use arp -a to make sure you are connected with the correct mac
addresses.

This can be done with "grep ip_forward /etc/sysctl.conf" (1 is enabled, O is disabled) or
with sysctl -a | grep ip_for.

root @outer~# grep ip_for /etc/sysctl.conf
net.ipvad.ip_forward = 0

4. Ping from the leftnet computer to the rightnet computer. Enable and/or disable packet
forwarding on therouter and verify what happens to the ping between the two networks. If
you do not succeed in pinging between the two networks (on different subnets), then use a
sniffer like wireshark or tcpdump to discover the problem.

Did you forget to add a default gateway to the LAN machines ? Use route add default
gw 'ip-address.

root @eft~# route add default gw 192.168.60. 1

root @i ght ~# route add default gw 192.168.70.1

Y ou should be able to ping when packet forwarding is enabled (and both default gateways

are properly configured). The ping will not work when packet forwarding is disabled or
when gateways are not configured correctly.

5. Use wireshark or tcpdump -xx to answer the following questions. Does the source MAC
change when a packet passes through the filter ? And the destination MAC ? What about
source and destination | P-addresses ?

Both MAC addresses are changed when passing the router. Use tcpdump -xx like this:
root @outer~# tcpdunp -xx -i ethl

root @out er~# tcpdunp -xx -i eth2
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6. Remember the third network card on the router ? Connect thiscard to aLAN with internet
connection. On many LAN's the command dhclient ethO just works (replace ethO with the
correct interface.

root @ out er ~# dhclient ethO

Y ou now have a setup similar to this picture. What needs to be done to give internet access
to leftnet and rightnet.

leftnet rightnet £

router

10.0.60.8

4
G T Somy €

The clients on leftnet and rightnet need a working dns server. We use one of Google's
dns servers here.

echo naneserver 8.8.8.8 > /etc/resolv. conf




Chapter 11. iptables firewall

This chapter introduces some simplefirewall rulesand how to configure them with iptables.

iptablesisan application that allows a user to configure the firewall functionality built into
the Linux kernel.
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11.1. iptables tables

By default there are three tablesin the kernel that contain sets of rules.

Thefilter tableisused for packet filtering.

root @lebi an6~# iptables -t filter -L

Chai n I NPUT (policy ACCEPT)

tar get prot opt source destination

Chai n FORWARD (pol i cy ACCEPT)
tar get prot opt source destination

Chai n QUTPUT (policy ACCEPT)
tar get prot opt source destination

Thenat tableis used for address trand ation.

root @lebi an6~# iptables -t nat -L

Chai n PREROUTI NG (pol i cy ACCEPT)

target prot opt source destination

Chai n POSTROUTI NG ( pol i cy ACCEPT)
target prot opt source destination

Chai n QUTPUT (policy ACCEPT)
target prot opt source destination

The mangle table can be used for special-purpose processing of packets.

Series of rules in each table are caled a chain. We will discuss chains and the nat table
later in this chapter.

11.2. starting and stopping iptables

The following screenshot shows how to stop and start iptables on Red Hat/Fedora/CentOS
and compatible distributions.

[root @entos6 ~]# service iptables stop

[root @entos6 ~]# service iptables start

i ptables: Applying firewall rules [ ok ]
[root @entos6 ~]#

Debian and * buntu distributions do not have this script, but allow for an uninstall.

r oot @lebi an6~# aptitude purge iptables
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11.3. the filter table
11.3.1. about packet filtering

Packet filteringisabit morethan packet forwar ding. While packet forwar ding usesonly
arouting table to make decisions, packet filtering also uses alist of rules. The kernel will
inspect packets and decide based on these rules what to do with each packet.

11.3.2. filter table

Thefilter table in iptables has three chains (sets of rules). The INPUT chainis used for any
packet coming into the system. The OUTPUT chain is for any packet leaving the system.
And the FORWARD chain isfor packets that are forwarded (routed) through the system.

kernel

~

(
ot o> o D)
|
-

l:> local process |:> - [:::>

_J/

The screenshot below shows how to list the filter table and all itsrules.

[root @RHELS ~]# iptables -t filter -nL
Chain | NPUT (policy ACCEPT)
tar get prot opt source destination

Chai n FORWARD ( pol i cy ACCEPT)
tar get prot opt source destination

Chai n QUTPUT (policy ACCEPT)
tar get prot opt source destination
[ root @GRHELS ~] #

Asyou can see, al three chainsin the filter table are set to ACCEPT everything. ACCEPT
isthe default behaviour.
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11.3.3. setting default rules

The default for the default ruleisindeed to ACCEPT everything. Thisis not the most secure
firewall.

A more secure setup would be to DROP everything. A package that is dropped will not
continue in any chain, and no warning or error will be sent anywhere.

The below commands lock down a computer. Do not execute these commands inside a
remote ssh shell.

r oot @lebi anpaul ~# i ptabl es -P | NPUT DROP

r oot @lebi anpaul ~# i ptabl es -P OUTPUT DROP

r oot @lebi anpaul ~# i ptabl es - P FORWARD DROP

r oot @lebi anpaul ~# i ptables -L

Chain | NPUT (policy DROP)

target prot opt source destination

Chai n FORWARD (pol icy DROP)
target prot opt source destination

Chai n QUTPUT (policy DROP)
target prot opt source destination

11.3.4. changing policy rules

To start, let's set the default policy for al three chains to drop everything. Note that you
might lose your connection when typing this over ssh ;-).

[root @RHELS ~]# iptables -P | NPUT DROP
[root @RHELS ~]# i ptables -P FORWARD DROP
[root @RHELS ~]# iptables -P OQUTPUT DROP

Next, we alow the server to use its own loopback device (this alows the server to access
its services running on localhost). We first append a rule to the INPUT chain to alow
(ACCEPT) traffic from the lo (loopback) interface, then we do the sameto allow packetsto
leave the system through the loopback interface.

[root @RHELS ~]# iptables -A INPUT -i lo -j ACCEPT
[root @RHELS ~]# iptables -A QUTPUT -0 |lo -j ACCEPT

Looking at the filter table again (omitting -t filter because it is the default table).

[root @RHELS ~]# iptables -nL

Chai n I NPUT (policy DROP)

target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

Chai n FORWARD (pol i cy DROP)
target prot opt source destination

Chai n QUTPUT (policy DROP)
target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
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11.3.5. Allowing ssh over ethO

This example show how to add two rules to allow ssh access to your system from outside.

[root @GRHELS5 ~]# iptables -A INPUT -i ethO -p tcp --dport 22 -j ACCEPT
[root @RHELS ~]# iptables -A QUTPUT -0 ethO -p tcp --sport 22 -j ACCEPT

The filter table will look something like this screenshot (note that -v is added for more
verbose output).

[root @RHELS ~]# iptables -nvL
Chain I NPUT (policy DROP 7 packets, 609 bytes)

pkts bytes target prot opt in out sour ce destination
0 0 ACCEPT all -- o * 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT tcp -- etho * 0.0.0.0/0 0.0.0.0/0 tcp dpt:22

Chai n FORWARD (policy DROP O packets, O bytes)
pkts bytes target prot opt in out sour ce destination

Chai n QUTPUT (policy DROP 3 packets, 228 bytes)

pkts bytes target prot opt in out sour ce destination
0 0 ACCEPT all -- * lo 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT tcp -- * ethO 0.0.0.0/0 0.0.0.0/0 tcp spt:22

[ root @GRHELS ~] #
11.3.6. Allowing access from a subnet
This example shows how to allow access from any computer in the 10.1.1.0/24 network, but

only through ethl. Thereis no port (application) limitation here.

[root @GRHEL5 ~]# iptables -A INPUT -i ethl -s 10.1.1.0/24 -p tcp -j ACCEPT
[root @GRHEL5 ~]# iptables -A OQUTPUT -0 ethl -d 10.1.1.0/24 -p tcp -j ACCEPT

Together with the previous examples, the policy is expanding.

[root @RHELS ~]# iptables -nvL
Chai n I NPUT (policy DROP 7 packets, 609 bytes)

pkts bytes target prot opt in out sour ce destination
0 0 ACCEPT all -- o * 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT tcp -- etho * 0.0.0.0/0 0.0.0.0/0 tcp dpt:22
0 0 ACCEPT tcp -- ethl * 10.1.1.0/24 0.0.0.0/0

Chai n FORWARD (policy DROP O packets, 0O bytes)
pkts bytes target prot opt in out sour ce destination

Chai n QUTPUT (policy DROP 3 packets, 228 bytes)

pkts bytes target prot opt in out sour ce destination
0 0 ACCEPT all -- * lo 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT tcp -- * ethO 0.0.0.0/0 0.0.0.0/0 tcp spt:22
0 0 ACCEPT tcp -- * ethl 0.0.0.0/0 10.1.1.0/24
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11.3.7. iptables save

Use iptables save to automatically implement these rules when the firewall is (re)started.

[root @RHELS ~]# /etc/init.d/iptables save
Saving firewall rules to /etc/sysconfig/iptables: [ K ]
[ root @GRHELS ~] #

11.3.8. scripting example

Y ou can write a simple script for these rules. Below is an example script that implements
the firewall rules that you saw before in this chapter.

#! / bi n/ bash

# first cleanup everything
iptables -t filter -F
iptables -t filter -X

i ptables -t nat -F

i ptables -t nat -X

# default drop

i ptables -P | NPUT DROP

i ptabl es -P FORWARD DROP
i ptables -P OUTPUT DROP

# al | ow | oopback device
iptables -AINPUT -i lo -j ACCEPT
i ptables -A OQUTPUT -0 |lo -j ACCEPT

# all ow ssh over ethO fromoutside to system
iptables -A INPUT -i ethO -p tcp --dport 22 -j ACCEPT
i ptables -A QUTPUT -0 ethO -p tcp --sport 22 -j ACCEPT

# allow any traffic from10.1.1.0/24 to system
i ptables -A INPUT -i ethl -s 10.1.1.0/24 -p tcp -j ACCEPT
i ptables -A OQUTPUT -0 ethl -d 10.1.1.0/24 -p tcp -j ACCEPT
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11.3.9. Allowing ICMP(ping)

When you enableiptables, you will get an'Operation not per mitted' message when trying
to ping other hosts.

[root @RHEL5 ~# ping 192.168. 187. 130

PI NG 192. 168. 187. 130 (192. 168. 187. 130) 56(84) bytes of data.
pi ng: sendnsg: Qperation not permtted

pi ng: sendnsg: Qperation not permtted

The screenshot below shows you how to setup iptables to allow a ping from or to your
machine.

[root @RHELS ~]# iptables -A INPUT -p icnp --icnp-type any -j ACCEPT
[root @RHELS ~]# iptables -A QUTPUT -p icnp --icnmp-type any -j ACCEPT

The previous two lines do not allow other computers to route ping messages through your
router, because it only handles INPUT and OUTPUT. For routing of ping, you will need
to enable it on the FORWARD chain. The following command enables routing of icmp
messages between networks.

[root @GRHELS5 ~]# iptables -A FORWARD -p icnp --icnp-type any -j ACCEPT
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11.4. practice: packet filtering

1. Make sure you can ssh to your router-system when iptables is active.
2. Make sure you can ping to your router-system when iptablesis active.

3. Define one of your networks as 'internal’ and the other as 'externa’. Configure the router
to allow visits to a website (http) to go from the internal network to the external network
(but not in the other direction).

4. Make sure the internal network can ssh to the external, but not the other way around.
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11.5. solution: packet filtering

A possible solution, where leftnet is the internal and rightnet is the external network.
#!/ bi n/ bash

# first cleanup everything
iptables -t filter -F
iptables -t filter -X

i ptables -t nat -F

i ptables -t nat -X

# default drop

i ptables -P | NPUT DROP

i ptables -P FORWARD DROP
i ptables -P OUTPUT DROP

# al | ow | oopback device
iptables -AINPUT -i lo -j ACCEPT
i ptables -A QUTPUT -0 |l o -j ACCEPT

# question 1. allow ssh over ethO
i ptables -A INPUT -i ethO -p tcp --dport 22 -j ACCEPT
i ptables -A QUTPUT -0 ethO -p tcp --sport 22 -j ACCEPT

# question 2: Allow icnp(ping) anywhere

iptables -AINPUT -p icnp --icnp-type any -j ACCEPT

i ptables -A FORWARD -p icnp --icnp-type any -j ACCEPT
i ptables -A OQUTPUT -p icnp --icnp-type any -j ACCEPT

# question 3: allow http frominternal (leftnet) to external (rightnet)
i ptables -A FORWARD -i ethl -o eth2 -p tcp --dport 80 -j ACCEPT
i ptables -A FORWARD -i eth2 -0 ethl -p tcp --sport 80 -j ACCEPT

# question 4. allow ssh frominternal (leftnet) to external (rightnet)
i ptables -A FORWARD -i ethl -o eth2 -p tcp --dport 22 -j ACCEPT
i ptables -A FORWARD -i eth2 -0 ethl -p tcp --sport 22 -j ACCEPT

allow http fromexternal (rightnet) to internal (leftnet)
i ptables -A FORWARD -i eth2 -0 ethl -p tcp --dport 80 -j ACCEPT
i ptables -A FORWARD -i ethl -o eth2 -p tcp --sport 80 -j ACCEPT

H H H*

allow rpcinfo over ethO fromoutside to system
i ptables -AINPUT -i eth2 -p tcp --dport 111 -j ACCEPT
i ptables -A OQUTPUT -0 eth2 -p tcp --sport 111 -j ACCEPT

H H H*
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11.6. network address translation
11.6.1. about NAT

A NAT deviceisarouter that isa so changing the source and/or target ip-addressin packets.
Itistypically used to connect multiple computersin aprivate address range with the (public)
internet. A NAT can hide private addresses from the internet.

NAT was devel oped to mitigate the use of real ip addresses, to allow private address ranges
to reach the internet and back, and to not disclose details about internal networks to the
outside.

The nat table in iptables adds two new chains. PREROUTING alows altering of packets
before they reach the INPUT chain. POSTROUTING allows altering packets after they exit
the OUTPUT chain.

PREROUTING FORWARD

POSTROUTING

INPUT local process OUTPUT OUTPUT

Useiptables-t nat -nvL to look at the NAT table. The screenshot below shows an empty
NAT table.

[root @RHELS ~]# iptables -t nat -nL
Chai n PREROUTI NG (pol i cy ACCEPT)
target prot opt source destination

Chai n POSTROUTI NG (pol i cy ACCEPT)
target prot opt source destination

Chai n QUTPUT (policy ACCEPT)
target prot opt source destination
[ root @GRHELS ~] #
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11.6.2. SNAT (Source NAT)

The goal of source nat is to change the source address inside a packet before it |leaves the
system (e.g. to the internet). The destination will return the packet to the NAT-device. This
means our NAT-device will need to keep atable in memory of all the packetsit changed, so
it can deliver the packet to the original source (e.g. in the private network).

Because SNAT is about packets leaving the system, it uses the POSTROUTING chain.

Hereisan example SNAT rule. Therule saysthat packets coming from 10.1.1.0/24 network
and exiting via ethl will get the source ip-address set to 11.12.13.14. (Note that thisis a
one line command!)

iptables -t nat -A POSTROUTING -0 ethl -s 10.1.1.0/24 -j SNAT \
--to-source 11.12.13.14

Of course there must exist a proper iptablesfilter setup to allow the packet to traverse from
one network to the other.

11.6.3. SNAT example setup

This example script uses a typical nat setup. The internal (ethO) network has access via
SNAT to externa (ethl) webservers (port 80).

#! / bi n/ bash

#

# iptables script for sinple classic nat websurfing

# ethO is internal network, ethl is internet

#

echo O > /proc/sys/net/ipv4lip_forward

i ptables -P | NPUT ACCEPT

i ptabl es -P OUTPUT ACCEPT

i ptabl es -P FORWARD DROP

i ptables -A FORWARD -i ethO -0 ethl -s 10.1.1.0/24 -p tcp \
--dport 80 -j ACCEPT

i ptables -A FORWARD -i ethl -0 ethO -d 10.1.1.0/24 -p tcp \
--sport 80 -j ACCEPT

iptables -t nat -A POSTROUTING -0 ethl -s 10.1.1.0/24 -j SNAT \
--to-source 11.12.13.14

echo 1 > /proc/sys/net/ipv4lip_forward
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11.6.4. IP masquerading

IP masquerading is very similar to SNAT, but is meant for dynamic interfaces. Typical
example are broadband 'router/modems’ connected to the internet and receiving a different
Ip-address from the isp, each time they are cold-booted.

The only change needed to convert the SNAT script to a masquerading isone line.

i ptables -t nat -A POSTROUTING -0 ethl -s 10.1.1.0/24 -j MASQUERADE

11.6.5. DNAT (Destination NAT)

DNAT is typically used to allow packets from the internet to be redirected to an internal
server (in your DMZ) and in a private address range that is inaccessible directly form the
internet.

This example script allows internet users to reach your internal (192.168.1.99) server via
ssh (port 22).

#! / bi n/ bash

#

# iptables script for DNAT

# ethO is internal network, ethl is internet

#

echo O > /proc/sys/net/ipv4lip_forward

i ptables -P | NPUT ACCEPT

i ptabl es -P OUTPUT ACCEPT

i ptabl es -P FORWARD DROP

i ptables -A FORWARD -i ethO -0 ethl -s 10.1.1.0/24 -j ACCEPT
i ptables -A FORWARD -i ethl -o ethO -p tcp --dport 22 -j ACCEPT
i ptables -t nat -A PREROUTING -i ethl -p tcp --dport 22\

-j DNAT --to-destination 10.1.1.99

echo 1 > /proc/sys/net/ipv4lip_forward
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Chapter 12. introduction to SELInux

Security Enhanced Linux or SELinux is a set of modifications developed by the United
States National Security Agency (NSA) to provide a variety of security policies for Linux.
SELinux was released as open source at the end of 2000. Since kernel version 2.6 it is an
integrated part of Linux.

SELinux offers security! SELinux can control what kind of access users have to files and
processes. Even when a file received chmod 777, SELinux can still prevent applications
from accessing it (Unix file permissions are checked first!). SELinux does this by placing
usersin roles that represent a security context. Administrators have very strict control on
access permissions granted to roles.

SELinux is present in the latest versions of Red Hat Enterprise Linux, Debian, CentOS,
Fedora, and many other distributions..
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12.1. selinux modes

selinux knows three modes: enforcing, permissive and disabled. The enfor cing mode will
enforce policies, and may deny access based on selinux rules. The per missive mode will not
enforce policies, but can still log actions that would have been denied in enforcing mode.
The disabled mode disables selinux.

12.2. logging

Verify that syslog is running and activated on boot to enable logging of deny messagesin
Ivar /log/messages.

[root @hel 55 ~]# chkconfig --1ist syslog
sysl og 0:of f 1:0of f 2:0n 3:0n 4:on 5:0n 6:off

Verify that auditd is running and activated on boot to enable logging of easier to read
messages in /var /log/audit/audit.log.

[root @hel 55 ~]# chkconfig --list auditd
audi td O:of f 1:0ff 2:0n 3:0n 4:0on 5:0n 6:off

If not activated, then run chkconfig --levels 2345 auditd on and service auditd start.
[root @hel 55 ~]# service auditd status

auditd (pid 1660) is running...

[root @hel 55 ~]# service syslog status

syslogd (pid 1688) is running...

klogd (pid 1691) is running...

The /var/log/messages log file will tell you that selinux is disabled.

r oot @eb503: ~# grep -i selinux /var/l og/ messages
Jun 25 15:59: 34 deb503 kernel : [ 0.084083] SELi nux: Disabled at boot.

Or that it is enabled.

r oot @eb503: ~# grep SELi nux /var/log/ messages | grep -i Init
Jun 25 15:09:52 deb503 kernel: [ 0. 084094] SELinux: Initializing.

12.3. activating selinux

On RHEL you can use the GUI tool to activate selinux, on Debian there is the selinux-
activate command. Activation requires a reboot.

r oot @eb503: ~# sel i nux-activate
Activating SE Linux

Searching for GRUB installation directory ... found: /boot/grub
Searching for default file ... found: /boot/grub/default

Testing for an existing GRUB nenu.lst file ... found: /boot/grub/nmenu.l st
Searching for splash image ... none found, skipping ...

Found kernel: /boot/vniinuz-2.6.26-2-686

Updati ng /boot/grub/nenu.lst ... done

SE Linux is activated. You may need to reboot now.
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12.4. getenforce

Use getenfor ce to verify whether selinux is enfor ced, disabled or permissive.

[root @hel 55 ~]# getenforce
Per m ssi ve

The/selinux/enfor cefile contains 1 when enforcing, and O when permissive modeis active.

root @ edoral3 ~# cat /selinux/enforce
1r oot @ edor al3 ~#

12.5. setenforce

You can use setenforce to switch between the Permissive or the Enforcing state once
selinux is activated..

[root @hel 55 ~]# setenforce Enforcing
[root @hel 55 ~]# getenforce

Enf or ci ng

[root @hel 55 ~]# setenforce Perm ssive
[root @hel 55 ~]# getenforce

Per i ssi ve

Or you could just use 0 and 1 as argument.

[root @ent os65 ~]# setenforce 1
[ root @ent 0os65 ~]# getenforce
Enf or ci ng

[root @entos65 ~]# setenforce 0
[ root @ent os65 ~]# getenforce
Per m ssi ve

[ root @ent os65 ~] #
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12.6. sestatus

Y ou can see the current selinux status and policy with the sestatus command.

[root @hel 55 ~]# sestatus

SELi nux st at us: enabl ed
SELi nuxfs mount: / sel i nux
Current node: perm ssi ve
Mode fromconfig file: perm ssi ve
Pol i cy version: 21

Policy fromconfig file: target ed

12.7. policy

Most Red Hat server will have the targeted policy. Only NSA/FBI/CIA/DOD/HLS use the
mls policy.

The targted policy will protect hundreds of processes, but lets other processes run
‘unconfined’ (= they can do anything).

12.8. /etc/selinux/config

The main configuration file for selinux is /etc/selinux/config. When in per missive mode,
thefilelookslike this.

Thetargeted policy is selected in /etc/selinux/config.

[root @ent 0os65 ~]# cat /etc/selinux/config

# This file controls the state of SELinux on the system

# SELI NUX= can take one of these three val ues:
enforcing - SELinux security policy is enforced.
perm ssive - SELinux prints warnings instead of enforcing.
di sabled - SELinux is fully disabled.

ELI NUX=per m ssi ve

SELI NUXTYPE= type of policy in use. Possible values are:
targeted - Only targeted network daenons are protected
strict - Full SELinux protection

#
#
#
S
#
#
#
SELI NUXTYPE=t ar get ed
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12.9. DAC or MAC

Standard Unix permissions use Discretionary Access Control to set permissions on files.
This means that a user that owns a file, can make it world readable by typing chmod 777
$file.

With selinux the kernel will enforce Mandatory Access Control which strictly controls
what processes or threads can do with files (superseding DAC). Processes are confined by
the kernel to the minimum access they require.

SELinux MAC isabout labeling and type enforcing! Files, processes, etc areall labeled with
an SELinux context. For files, these are extended attributes, for processes this is managed
by the kernel.

The format of the labelsis as follows:

user:rol e:type: (level)

We only use the type label in the targeted policy.

12.10.Is -Z

To see the DAC permissions on a file, use Is -1 to display user and group owner and
permissions.

For MAC permissionsthereisnew -Z option added to Is. The output showsthat filein /r oot
have a XXXtype of admin_home t.

[root @entos65 ~]# |Is -Z

STW--- - - . root root system u:object _r:adnm n_hone_t:s0 anaconda-ks. cfg
-rwWr--r--. root root systemu:object_r:adnm n_hone_t:sO install.log
-rwWr--r--. root root systemu:object_r:adm n_hone_t:s0O install.log.syslog

[root @ent os65 ~]# useradd -m -s /bin/bash pol
[root @entos65 ~]# |s -Z [/ hone/ pol /. bashrc
-rwr--r--. pol pol unconfined_u:object_r:user_home_t:s0 /home/pol/.bashrc

12.11. -Z

There are also some other tools with the -Z switch:

nkdir -Z
cp -Z

ps -Z
netstat -Z
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12.12. /selinux

When selinux is active, thereisanew virtual file system named /selinux. (Y ou can compare
it to /proc and /dev.)

[root @entos65 ~]# |s -1 /selinux/

total 0

-rwrwrw. 1 root root 0 Apr 12 19:40 access
dr-xr-xr-x. 2 root root 0 Apr 12 19:40 avc

dr-xr-xr-x. 2 root root 0 Apr 12 19: 40 bool eans
-rwr--r--. 1 root root 0 Apr 12 19:40 checkreqprot
dr-xr-xr-x. 83 root root 0 Apr 12 19:40 class

W -- - - 1 root root 0 Apr 12 19:40 conmmt_pendi ng_bool s
-rwrwrw. 1 root root 0 Apr 12 19:40 context
-rwrwrw. 1 root root 0 Apr 12 19:40 create
-r--r--r--. 1 root root 0 Apr 12 19:40 deny_unknown
W -- - - 1 root root 0 Apr 12 19:40 disable
-rwr--r--. 1 root root 0 Apr 12 19:40 enforce
dr-xr-xr-x. 2 root root 0 Apr 12 19:40 initial_contexts
STW--- - - - 1 root root 0 Apr 12 19:40 | oad

-rwrwrw. 1 root root 0 Apr 12 19: 40 nenber
-r--r--r--. 1 root root 0 Apr 12 19:40 m's

crwrwrw. 1 root root 1, 3 Apr 12 19:40 null

S . 1 root root 0 Apr 12 19:40 policy
dr-xr-xr-x. 2 root root 0 Apr 12 19:40 policy_capabilities
-r--r--r--. 1 root root 0 Apr 12 19:40 policyvers
-r--r--r--. 1 root root 0 Apr 12 19:40 reject_unknown
-rwrwrw. 1 root root 0 Apr 12 19: 40 rel abel
-r--r--r--. 1 root root 0 Apr 12 19:40 status
-rwrwrw. 1 root root 0 Apr 12 19:40 user

Although somefilesin/selinux appear wih size 0, they often contain aboolean value. Check
/selinux/enfor ceto seeif selinux is running in enforced mode.

[root @RHELS5 ~]# |s -1 /selinux/enforce

-rwr--r-- 1 root root O Apr 29 08:21 /selinux/enforce
[root @RHEL5 ~]# echo $(cat /selinux/enforce)

1

12.13. identity

The SEL inux Identity of auser isdistinct from the user ID. Anidentity is part of a security
context, and (via domains) determines what you can do. The screenshot shows user root
having identity user _u.

[root@hel 55 ~]# id -Z
user _u: systemr: unconfi ned_t

12.14. role

The selinux role defines the domains that can be used. A roleis denied to enter adomain,
unlesstheroleis explicitely authorized to do so.
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12.15. type (or domain)

The selinux context isthe security context of aprocess. An selinux type determineswhat a
process can do. The screenshot shows init running in type init_t and the mingetty's running
in type getty t.

[root @entos65 ~]# ps fax -Z | grep /sbin/init
systemu:systemr:init_t:sO 172 Ss 0: 00 /shin/init
[root @entos65 ~]# ps fax -Z | grep getty_t

systemu: systemr:getty t:sO 1307 ttyl Ss+
system u: systemr:getty t:sO 1309 tty2 Ss+
system u: systemr:getty t:sO 1311 tty3 Ss+
system u: systemr:getty t:sO 1313 tty4 Ss+
systemu: systemr:getty t:sO 1320 tty5 Ss+
system u: systemr:getty t:sO 1322 tty6 Ss+

00 /sbin/mngetty /dev/ttyl
00 /sbin/mngetty /dev/tty2
00 /sbin/mngetty /dev/tty3
00 /sbin/mngetty /dev/tty4
00 /sbin/mngetty /dev/tty5
00 /sbin/mngetty /dev/tty6

9eLee@

The selinux typeis similar to an selinux domain, but refersto directories and files instead
of processes.

Hundreds of binaries also have atype:

[root @ent 0s65 shin]# |s -1Z useradd usernod userdel httpd postcat postfix
-rWXr-Xr-x. root root systemu:object_r:httpd_exec_t:s0O httpd

-rWXr-Xr-x. root root system u:object_r:postfix_nmaster_exec_t:s0O postcat
-rWXr-Xxr-x. root root system u:object_r:postfix_nmaster_exec_t:s0O postfix
-rWXr-x---. root root system u:object_r:useradd_exec_t:s0 useradd
-rWXr-x---. root root system u:object_r:useradd_exec_t:s0O userde
-rWXr-x---. root root system u:object_r:useradd_exec_t:s0O usernod

Ports also have a context.
[root @ent 0s65 sbin]# netstat -nptlZ | tr -s ' ' | cut -d ' -f6-

Forei gn Address State PI D/ Program nane Security Context
LI STEN 1096/ r pchi nd system u: systemr:rpchind_t:sO

LI STEN 1208/ sshd system u: systemr:sshd_t: s0-s0:c0.c1023
LI STEN 1284/ master system u:systemr:postfix_master _t:sO
LI STEN 1114/ rpc.statd systemu:systemr:rpcd_t:sO

LI STEN 1096/ r pchi nd system u: systemr:rpchind_t:sO

LI STEN 1666/ httpd unconfi ned_u: systemr:httpd_t:sO

LI STEN 1208/ sshd system u: systemr:sshd_t: s0-s0:c0.c1023
LI STEN 1114/ rpc.statd systemu:systemr:rpcd_t:sO

LI STEN 1284/ master system u:systemr:postfix_master _t:sO

Y ou can also get alist of ports that are managed by SELinux:

[root @ent 0s65 ~]# semanage port -1 | tai

xfs_port _t tcp 7100
xserver_port _t tcp 6000- 6150

zabbi x_agent _port _t tcp 10050

zabbi x_port _t tcp 10051
zarafa_port _t tcp 236, 237
zebra_port _t tcp 2600- 2604, 2606
zebra_port _t udp 2600- 2604, 2606
zented_port _t tcp 1229
zented_port _t udp 1229

zope_port _t tcp 8021
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12.16. security context

The combination of identity, role and domain or type make up the selinux security context.
Theid will show you your security context in the form identity:role:domain.

[ paul @GRHEL5 ~]$ id | cut -d" ' -f4
cont ext =user _u: system r: unconfi ned_t

Thels-Z command shows the security context for afile in the form identity:role:type.

[ paul GRHEL5 ~]$ Is -Z test
-rwrwr-- paul paul user_u:object _r:user_hone_t t est

The security context for processes visible in /proc defines both the type (of thefilein /proc)
and the domain (of the running process). Let's take alook at the init process and /proc/1/ .

Theinit process runsin domain init_t.
[root @RHELS ~]# ps -ZC init

LABEL PID TTY TI ME CMD
systemu:systemr:init_t 172 00:00:01 init

The /proc/1/ directory, which identifies the init process, hastypeinit_t.

[root @RHELS ~]# |s -zd /proc/1/
dr-xr-xr-x root root systemu:systemr:init_t / proc/ 1/

It is not a coincidence that the domain of the init process and the type of /proc/1/ are both
init_t.

Don't try to use chcon on /proc! It will not work.

12.17. transition

An selinux transition (akaan selinux labelling) determines the security context that will be
assigned. A transition of process domainsis used when you execute a process. A transition
of file type happens when you create afile.

An example of file type transition.

[ pol @entos65 ~]$ touch test /tnp/test
[ pol @entos65 ~]$ |s -Z test

-rwrwr--. pol pol unconfined_u:object_r:user_hone_t:s0O test
[pol @entos65 ~]$ |Is -Z /tnp/test
-rwrwr--. pol pol unconfined_u:object _r:user_tnp_t:s0O /tnp/test
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12.18. extended attributes

Extended attributes are used by selinux to store security contexts. These attributes can be
viewed with |swhen selinux is running.

[ root @RHELS5 honme] # |'s --context

drwx------ paul paul system u:object _r:user_hone_dir_t paul
drwxr-xr-x root root user_u:object _r:user_hone_dir_t project42
drwxr-xr-x root root user_u:object _r:user_hone_dir_t project55
[ root @RHELS5 hone]# |s -Z

drwx------ paul paul system u:object _r:user_hone_dir_t paul
drwxr-xr-x root root user_u:object _r:user_hone_dir_t project42
drwxr-xr-x root root user_u:object _r:user_hone_dir_t project55
[ root @RHELS5 hone] #

When selinux is not running, then getfattr isthetool to use.
[root @RHELS etc]# getfattr -m. -d hosts

# file: hosts
security.selinux="system u:object_r:etc_t:s0\000"

12.19. process security context

A new option is added to ps to see the selinux security context of processes.

[root @RHELS etc]# ps -ZC mingetty

LABEL PID TTY TI ME CVD
system u:systemr:getty_t 2941 ttyl 00: 00: 00 mi ngetty
system u:systemr:getty_t 2942 tty2 00: 00: 00 mi ngetty

12.20. chcon

Use chcon to change the selinux security context.

This example shows how to use chcon to change the type of afile.

[root@hel 55 ~]# |s -Z /var/ww htnl/test42.txt

-rWwr--r-- root root user_u:object_r:httpd_sys_content_t /var/ww htm/test4\
2. txt

[root @hel 55 ~]# chcon -t sanba_share_t /var/ww/ htm /test42.txt

[root@hel 55 ~]# |s -Z /var/ww htnl/test42.txt

-rwr--r-- root root user_u:object_r:sanba_share_t [var/ww/ ht m /test42. txt

Be sure to read man chcon.
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12.21. an example

The Apache2 webserver is by default targeted with SEL inux. The next screenshot shows
that any file created in /var /'www/html will by default get the httpd_sys content_t type.

[ root @entos65 ~]# touch /var/www html /test42.txt

[root @entos65 ~]# |s -Z /var/ww html /test42.txt

-rwr--r--. root root unconfined_u:object _r:httpd_sys content_t:s0O /var/ww/ h\
tm/test42. txt

Files created elsewhere do not get thistype.

[root @entos65 ~]# touch /root/test42. txt
[root @entos65 ~]# |s -Z /root/test42. txt
-rwr--r--. root root unconfined_u:object_r:adm n_hone_t:sO /root/test42.txt

Make sure Apache2 runs.

[root @entos65 ~]# service httpd restart
St oppi ng httpd: [ K ]
Starting httpd: [ &K

Will thiswork ? Yesit does.

[root @entos65 ~]# wget http://l|ocal host/test42.txt
--2014-04-12 20:56:47-- http://1ocal host/test42.txt
Resolving local host... ::1, 127.0.0.1

Connecting to | ocal host|::1]|:80... connected.

HTTP request sent, awaiting response... 200 K
Length: O [text/plain]

Saving to: “test42.txt”

Why does this work ? Because Apache2 runs in the httpd_t domain and the filesin /var/
www/html have the httpd_sys content_t type.

[root @entos65 ~]# ps -ZC httpd | head -4

LABEL PID TTY TI ME CMD

unconfined_u:systemr:httpd_t:s0 1666 ? 00: 00: 00 httpd
unconfined_u:systemr:httpd_t:s0 1668 ? 00: 00: 00 httpd
unconfined_u:systemr:httpd_t:s0 1669 ? 00: 00: 00 httpd
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So let's set SELinux to enfor cing and change the type of thisfile.

[root @ent 0os65 ~]# chcon -t sanba_share_t /var/www htm /test42.txt

[root @entos65 ~]# |s -Z /var/ww htm /test42.txt

-rwr--r--. root root unconfined_u:object_r:sanba_share_t:s0 /var/ww htm /t\
est42. txt

[root @ent os65 ~]# setenforce 1

[root @ent 0s65 ~] # getenforce

Enf or ci ng

There are two possibilities now: either it works, or it fails. It works when selinux is in
per missive mode, it fails when in enfor cing mode.

[root @entos65 ~]# wget http://local host/test42.txt
--2014-04-12 21:05:02-- http://local host/test42.txt

Resolving local host... ::1, 127.0.0.1
Connecting to | ocal host|::1]:80... connected
HTTP request sent, awaiting response... 403 Forbi dden

2014-04-12 21:05: 02 ERROR 403: For bi dden.

Thelog file gives you a cryptic message...

[root @entos65 ~]# tail -3 /var/log/audit/audit.!|og

t ype=SYSCALL nsg=audi t (1398200702. 803: 64): arch=c000003e syscal | =4 succ\
ess=no exit=-13 a0=7f5f bc334d70 al=7fff553b4f 10 a2=7fff553b4f 10 a3=0 it\
ens=0 ppi d=1666 pi d=1673 aui d=500 ui d=48 gi d=48 eui d=48 sui d=48 fsui d=4\
8 egi d=48 sgi d=48 fsgi d=48 tty=(none) ses=1 com¥"httpd" exe="/usr/sbin\
[ httpd" subj =unconfined_u:systemr:httpd_t:s0 key=(null)

type=AVC nmsg=audi t (1398200702. 804: 65): avc: denied { getattr } for p\
i d=1673 comm="httpd" path="/var/ww/ htm /test42.txt" dev=dm O i n0o=26324\
1 scontext=unconfined_u:systemr: httpd_t:sO tcontext=unconfined_u: objec\
t _r:sanmba share t:sO tclass=file

t ype=SYSCALL nsg=audi t (1398200702. 804: 65): arch=c000003e syscal |l =6 succ\
ess=no exit=-13 a0=7f5f bc334e40 al=7fff553b4f 10 a2=7fff553b4f 10 a3=1 it\
ens=0 ppi d=1666 pi d=1673 aui d=500 ui d=48 gi d=48 eui d=48 sui d=48 fsui d=4\
8 egi d=48 sgi d=48 fsgi d=48 tty=(none) ses=1 com¥"httpd" exe="/usr/sbin\
[ httpd" subj =unconfined_u:systemr:httpd_t:s0 key=(null)

And /var /log/messages mentions nothing of the failed download.
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12.22. setroubleshoot

The log file above was not very helpful, but these two packages can make your life much
easier.
[root @entos65 ~]# yum -y install setroubl eshoot setroubl eshoot-server

Y ou need to reboot for thisto work...

So we reboot, restart the httpd server, reactive SELinux Enforce, and do the wget again...
and it fails (because of SELinux).

[root @entos65 ~]# service httpd restart

St oppi ng htt pd: [ FAI LED]
Starting httpd: [ O ]
[ root @ent 0s65 ~] # get enforce

Perm ssi ve

[root @ent os65 ~]# setenforce 1

[ root @ent 0s65 ~] # getenforce

Enf or ci ng

[root @entos65 ~]# wget http://l|ocal host/test42.txt

--2014-04-12 21:44:13-- http://1ocal host/test42.txt

Resolving local host... ::1, 127.0.0.1

Connecting to | ocal host|::1]|:80... connected.

HTTP request sent, awaiting response... 403 Forbi dden
2014-04-12 21:44:13 ERROR 403: For bi dden.

The /var/log/audit/ is still not out best friend, but take alook at /var/log/messages.

[root @entos65 ~]# tail -2 /var/l og/ messages

Apr 12 21:44:16 centos65 setroubl eshoot: SELinux is preventing /usr/sbin/h\
ttpd fromgetattr access on the file /var/ww htm /test42.txt. For conplete \
SELi nux nessages. run sealert -1 b2a84386-54c1-4344-96fb-dcf 969776696

Apr 12 21:44:16 centos65 setroubl eshoot: SELinux is preventing /usr/sbin/h\
ttpd fromgetattr access on the file /var/ww htm /test42.txt. For conplete \
SELi nux nessages. run sealert -1 b2a84386-54c1-4344-96fb-dcf 969776696

So we run the command it suggests...

[root @entos65 ~]# sealert -1 b2a84386-54cl-4344- 96f b-dcf 969776696
SELinux is preventing /usr/sbin/httpd fromgetattr access on the file /va\
r/ww htm/test42. txt.

***%xx  Plugin restorecon (92.2 confidence) suggests *x**xxkkkkdkdxkdkkxkkxx

If you want to fix the |abel.

[var/ww/ htm /test42.txt default |abel should be httpd_sys_content t.
Then you can run restorecon.

Do

# /sbin/restorecon -v /var/ww htm /test42. txt
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We follow the friendly advice and try again to download our file:

[root @entos65 ~]# /sbin/restorecon -v /var/ww/ htm /test42. txt
/sbin/restorecon reset /var/ww htm /test42.txt context unconfined_u: objec\
t _r:sanba_share_t: s0->unconfi ned_u: object _r: httpd_sys_content_t:sO

[root @entos65 ~]# wget http://|ocal host/test42.txt

--2014-04-12 21:54:03-- http://1ocal host/test42.txt

Resolving local host... ::1, 127.0.0.1

Connecting to | ocal host|::1]:80... connected.

HTTP request sent, awaiting response... 200 K

It works!
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12.23. booleans

Booleans are on/off switches

[root @ent 0s65 ~]# getsebool -a | head
abrt_anon_wite --> off

abrt_handl e_event --> off

al  ow_console_login --> on

al l ow_cvs_read_shadow --> off

al | ow_daenons_dunp_core --> on

al | ow_daenons_use_tcp_w apper --> off
al | ow_daenons_use_tty --> on

al | ow_domai n_fd_use --> on

al | ow_execheap --> off

al | ow_execnmem --> on

Y ou can set and read individual booleans.

[root @ent 0s65 ~]# setsebool httpd_read_user_content=1
[root @ent 0s65 ~]# getsebool httpd_read_user_content
httpd_read_user_content --> on

[root @ent 0os65 ~]# setsebool httpd_enabl e_homedi rs=1

[ root @ent 0s65 ~]# get sebool httpd_enabl e_honedirs

htt pd_enabl e_honedirs --> on

Y ou can set these booleans permanent.

[root @ent os65 ~]# setsebool -P httpd_enabl e_homedirs=1
[root @ent os65 ~]# setsebool -P httpd_read_user_content=1

The above commands regenerate the compl ete /etc/selinux/targeted directory!

[root @entos65 ~]# cat /etc/selinux/targeted/ nodul es/ active/ bool eans. | ocal
# This file is auto-generated by |ibsemanage
# Do not edit directly.

htt pd_enabl e_honedi rs=1
htt pd_read_user_content =1
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Appendix A. License

GNU Free Docunentation License
Version 1.3, 3 Novenber 2008
Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc.

Everyone is pernitted to copy and distribute verbati mcopies of this
I i cense docunment, but changing it is not all owed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free" in the sense of freedom to
assure everyone the effective freedomto copy and redistribute it,
with or without nodifying it, either commercially or noncomrercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for nodifications made by ot hers.

This License is a kind of "copyleft", which means that derivative
wor ks of the docunent nust thenselves be free in the same sense. It
conmpl ements the GNU General Public License, which is a copyleft

i cense designed for free software.

We have designed this License in order to use it for manuals for free
sof tware, because free software needs free docunentation: a free
program shoul d cone with manual s providing the sane freedons that the
software does. But this License is not linited to software nanuals; it
can be used for any textual work, regardl ess of subject matter or
whether it is published as a printed book. W recommend this License
principally for works whose purpose is instruction or reference.

1. APPLI CABI LITY AND DEFI NI TI ONS

Thi s License applies to any manual or other work, in any medium that
contains a notice placed by the copyright holder saying it can be
distributed under the terns of this License. Such a notice grants a
wor |l d-wi de, royalty-free license, unlinted in duration, to use that
work under the conditions stated herein. The "Docunment", below, refers
to any such manual or work. Any nenber of the public is a |licensee

and is addressed as "you". You accept the license if you copy, nodify
or distribute the work in a way requiring pernission under copyright

| aw.

A "Modified Version" of the Docunent neans any work containing the
Docunment or a portion of it, either copied verbatim or wth
nodi fi cations and/or translated into another |anguage.

A "Secondary Section" is a naned appendi x or a front-matter section of
the Docunment that deals exclusively with the relationship of the
publ i shers or authors of the Docunent to the Docunent's overal

subject (or to related matters) and contains nothing that could fal
directly within that overall subject. (Thus, if the Docunent is in
part a textbook of mathematics, a Secondary Section may not explain
any mat henmatics.) The relationship could be a matter of historica
connection with the subject or with related matters, or of |egal
comerci al, philosophical, ethical or political position regarding

t hem

The "l nvariant Sections" are certain Secondary Sections whose titles

115



License

are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not
all owed to be designated as Invariant. The Document may contain zero
I nvariant Sections. |f the Docunent does not identify any Invariant
Sections then there are none

The "Cover Texts" are certain short passages of text that are |isted,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Docunent is released under this License. A Front-Cover Text may be
at nost 5 words, and a Back-Cover Text nmay be at npbst 25 words.

A "Transparent" copy of the Docunent means a machi ne-readabl e copy,
represented in a fornmat whose specification is available to the
general public, that is suitable for revising the docunent
straightforwardly with generic text editors or (for images conposed of
pi xel s) generic paint prograns or (for draw ngs) sone w dely avail abl e
drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy nade in an otherwi se Transparent file
format whose nmarkup, or absence of markup, has been arranged to thwart
or di scourage subsequent nodification by readers is not Transparent.
An image format is not Transparent if used for any substantial anmount
of text. A copy that is not "Transparent" is called "Qpaque".

Exanpl es of suitable formats for Transparent copies include plain
ASCI | wi thout markup, Texinfo input format, LaTeX input format, SGWL
or XML using a publicly avail abl e DTD, and standard-conformning sinple
HTM., PostScript or PDF designed for hunan nodification. Exanples of
transparent inmage formats include PNG XCF and JPG Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML. or XM. for which the DTD and/ or
processing tools are not generally available, and the
machi ne- generated HTM., Post Script or PDF produced by sone word
processors for output purposes only.

The "Title Page" neans, for a printed book, the title page itself,

pl us such foll ow ng pages as are needed to hold, legibly, the nmaterial
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" neans
the text near the npbst prom nent appearance of the work's title,
precedi ng the begi nning of the body of the text.

The "publisher" means any person or entity that distributes copies of
the Docunent to the public.

A section "Entitled XYZ" neans a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses follow ng
text that translates XYZ in another |anguage. (Here XYZ stands for a
speci fic section nane nmentioned bel ow, such as "Acknow edgenent s"

"Dedi cations", "Endorsenents", or "History".) To "Preserve the Title"
of such a section when you nodify the Docunment nmeans that it remains a
section "Entitled XYZ" according to this definition.

The Docunent nmay include Warranty Disclainmers next to the notice which
states that this License applies to the Docunent. These Warranty

Di sclainers are considered to be included by reference in this

Li cense, but only as regards disclaimng warranti es: any ot her
inmplication that these Warranty Disclainers may have is void and has
no effect on the neaning of this License.

2. VERBATI M COPYI NG

You may copy and distribute the Docurment in any nedium either
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conmercially or nonconmercially, provided that this License, the
copyright notices, and the |license notice saying this License applies
to the Docunent are reproduced in all copies, and that you add no

ot her conditions whatsoever to those of this License. You nay not use
techni cal neasures to obstruct or control the reading or further
copyi ng of the copies you nmake or distribute. However, you nay accept
conpensation in exchange for copies. If you distribute a |arge enough
nunber of copies you nust also follow the conditions in section 3.

You may al so | end copi es, under the sanme conditions stated above, and
you may publicly display copies

3. COPYI NG I N QUANTI TY

If you publish printed copies (or copies in nmedia that comonly have
printed covers) of the Docunent, nunbering nore than 100, and the
Docunent's |icense notice requires Cover Texts, you nust enclose the
copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers nust also clearly and legibly identify you
as the publisher of these copies. The front cover nust present the
full title with all words of the title equally prom nent and visible.
You may add other nmaterial on the covers in addition. Copying with
changes limted to the covers, as long as they preserve the title of
the Docunent and satisfy these conditions, can be treated as verbatim
copying in other respects.

If the required texts for either cover are too volunminous to fit

| egibly, you should put the first ones listed (as nany as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Docunent nunbering
nore than 100, you nust either include a machi ne-readabl e Transparent
copy along with each OQpaque copy, or state in or with each Opaque copy
a conputer-network |ocation fromwhich the general network-using
public has access to downl oad usi ng public-standard network protocols
a conpl ete Transparent copy of the Docunment, free of added materi al

If you use the latter option, you nust take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at |east one year after the last tine you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the
Docunent well before redistributing any | arge nunber of copies, to
give them a chance to provide you with an updated version of the
Docunent .

4. MODI FI CATI ONS

You may copy and distribute a Mdified Version of the Document under
the conditions of sections 2 and 3 above, provided that you rel ease
the Modified Version under precisely this License, with the Mdified
Version filling the role of the Document, thus |icensing distribution
and nodification of the Mdified Version to whoever possesses a copy
of it. In addition, you nmust do these things in the Mdified Version

* A, Use in the Title Page (and on the covers, if any) a title
distinct fromthat of the Docunent, and fromthose of previous
versions (which should, if there were any, be listed in the Hi story
section of the Docunent). You nmay use the sane title as a previous
version if the original publisher of that version gives perm ssion
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* B. List on the Title Page, as authors, one or nbre persons or
entities responsible for authorship of the nodifications in the
Mbdi fi ed Version, together with at |least five of the principal authors
of the Docunment (all of its principal authors, if it has fewer than
five), unless they release you fromthis requirement.

* C. State on the Title page the nane of the publisher of the
Modi fied Version, as the publisher.

* D. Preserve all the copyright notices of the Docunent.

* E. Add an appropriate copyright notice for your nodifications
adj acent to the other copyright notices.

* F. Include, imediately after the copyright notices, a license
notice giving the public perm ssion to use the Mdified Versi on under
the terms of this License, in the formshown in the Addendum bel ow.

* G Preserve in that license notice the full lists of Invariant
Sections and required Cover Texts given in the Docunment's |icense
noti ce.

* H Include an unaltered copy of this License.

* |. Preserve the section Entitled "History", Preserve its Title,
and add to it an itemstating at least the title, year, new authors,
and publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Docunent, create one
stating the title, year, authors, and publisher of the Docunent as
given on its Title Page, then add an item describing the Mdified
Version as stated in the previous sentence.

* J. Preserve the network location, if any, given in the Docunent
for public access to a Transparent copy of the Docunent, and |ikew se
the network | ocations given in the Docunent for previous versions it
was based on. These nmay be placed in the "Hi story" section. You may
omt a network location for a work that was published at |east four
years before the Docunent itself, or if the original publisher of the
version it refers to gives permnission.

* K. For any section Entitled "Acknow edgenments" or "Dedications"
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknow edgements and/ or
dedi cati ons given therein.

* L. Preserve all the Invariant Sections of the Docunent,
unaltered in their text and in their titles. Section nunbers or the
equi val ent are not considered part of the section titles.

* M Delete any section Entitled "Endorsenents". Such a section
may not be included in the Mdified Version.

* N. Do not retitle any existing section to be Entitled
"Endorsenents" or to conflict in title with any Invariant Section.

* O Preserve any Warranty Discl ai ners

If the Moudified Version includes new front-natter sections or

appendi ces that qualify as Secondary Sections and contain no nmateria
copi ed fromthe Docunent, you may at your option designate sone or al
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Mdified Version's |icense notice
These titles nust be distinct fromany other section titles.

You may add a section Entitled "Endorsenments”, provided it contains
not hi ng but endorsenents of your Modified Version by various

parti es—for exanple, statenments of peer review or that the text has
been approved by an organi zation as the authoritative definition of a
st andar d.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the |ist
of Cover Texts in the Mdified Version. Only one passage of

Front - Cover Text and one of Back-Cover Text may be added by (or

t hrough arrangenents made by) any one entity. If the Docunent already
i ncludes a cover text for the same cover, previously added by you or
by arrangenent nade by the same entity you are acting on behal f of,
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you may not add another; but you nay replace the old one, on explicit
perni ssion fromthe previous publisher that added the ol d one.

The author(s) and publisher(s) of the Document do not by this License
give pernmission to use their names for publicity for or to assert or
i mply endorsenent of any Modified Version

5. COVBI Nl NG DOCUMENTS

You may conbine the Docurment with other docunments rel eased under this
Li cense, under the terns defined in section 4 above for nodified
versions, provided that you include in the conmbination all of the
Invari ant Sections of all of the original docunents, unnodified, and
list themall as Invariant Sections of your conbined work inits
Iicense notice, and that you preserve all their Warranty Di scl ai ners.

The conbi ned work need only contain one copy of this License, and

mul tiple identical Invariant Sections may be replaced with a single
copy. If there are nmultiple Invariant Sections with the same nane but
different contents, nake the title of each such section unique by
adding at the end of it, in parentheses, the name of the origina

aut hor or publisher of that section if known, or else a uni que nunber.
Make the sane adjustnment to the section titles in the list of

I nvariant Sections in the |license notice of the conbined work.

In the conbination, you rmust conbi ne any sections Entitled "History"
in the various original docunents, formng one section Entitled

"Hi story"; likew se conbine any sections Entitled "Acknow edgenents"
and any sections Entitled "Dedications". You nust delete all sections
Entitled "Endorsenents"

6. COLLECTI ONS OF DOCUMENTS

You may nmaeke a col |l ection consisting of the Docunent and ot her
docunents rel eased under this License, and replace the individua
copies of this License in the various docunments with a single copy
that is included in the collection, provided that you follow the rules
of this License for verbati mcopying of each of the docunents in al

ot her respects.

You may extract a single document fromsuch a collection, and
distribute it individually under this License, provided you insert a
copy of this License into the extracted docunent, and follow this
License in all other respects regarding verbati m copyi ng of that
docunent .

7. AGGREGATI ON W TH | NDEPENDENT WORKS

A conpil ation of the Docunent or its derivatives with other separate
and i ndependent docunments or works, in or on a volunme of a storage or
distribution medium is called an "aggregate" if the copyright
resulting fromthe conpilation is not used to limt the |egal rights
of the conpilation's users beyond what the individual works pernit.
When the Docunent is included in an aggregate, this License does not
apply to the other works in the aggregate which are not thensel ves
derivative works of the Docunent.

If the Cover Text requirenent of section 3 is applicable to these
copi es of the Docunent, then if the Docunment is |ess than one hal f of
the entire aggregate, the Docunent's Cover Texts nmamy be placed on
covers that bracket the Document within the aggregate, or the

el ectroni c equival ent of covers if the Docunment is in electronic form
O herwi se they nust appear on printed covers that bracket the whole
aggr egat e.
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8. TRANSLATI ON

Transl ation is considered a kind of nodification, so you nmay
distribute translations of the Docunent under the ternms of section 4.
Repl aci ng I nvariant Sections with translations requires specia

perm ssion fromtheir copyright holders, but you may include
translations of sonme or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the |icense notices in the
Docunent, and any Warranty Di sclainers, provided that you al so include
the original English version of this License and the original versions
of those notices and disclainmers. In case of a disagreenent between
the translation and the original version of this License or a notice
or disclaimer, the original version will prevail

If a section in the Docunent is Entitled "Acknow edgenents"

"Dedi cations", or "History", the requirenent (section 4) to Preserve
its Title (section 1) will typically require changing the actua
title.

9. TERM NATI ON

You may not copy, nodify, sublicense, or distribute the Docunment
except as expressly provided under this License. Any attenpt otherw se
to copy, nodify, sublicense, or distribute it is void, and wll
automatically term nate your rights under this License

However, if you cease all violation of this License, then your |icense
froma particular copyright holder is reinstated (a) provisionally,

unl ess and until the copyright holder explicitly and finally

term nates your license, and (b) permanently, if the copyright hol der
fails to notify you of the violation by sonme reasonable nmeans prior to
60 days after the cessation.

Moreover, your license froma particular copyright holder is

rei nstated permanently if the copyright holder notifies you of the
viol ati on by some reasonable nmeans, this is the first time you have
recei ved notice of violation of this License (for any work) fromthat
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice

Term nation of your rights under this section does not terminate the
Iicenses of parties who have received copies or rights fromyou under
this License. If your rights have been termi nated and not pernanently
rei nstated, receipt of a copy of sone or all of the sanme material does
not give you any rights to use it.

10. FUTURE REVI SI ONS OF THI S LI CENSE

The Free Software Foundation nmay publish new, revised versions of the
GNU Free Docunentation License fromtine to time. Such new versions
will be simlar in spirit to the present version, but may differ in
detail to address new probl ens or concerns. See
http://ww. gnu. org/ copyl eft/.

Each version of the License is given a distinguishing version nunber.
I f the Docunent specifies that a particular nunbered version of this
Li cense "or any later version" applies to it, you have the option of
following the terns and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. |If the Docunent does not specify a version
nunber of this License, you nay choose any version ever published (not
as a draft) by the Free Software Foundation. |If the Docunent specifies
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that a proxy can deci de which future versions of this License can be
used, that proxy's public statenent of acceptance of a version
permanent |y aut horizes you to choose that version for the Docunent.

11. RELI CENSI NG

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any
World Wde Web server that publishes copyrightable works and al so
provi des prominent facilities for anybody to edit those works. A
public w ki that anybody can edit is an exanple of such a server. A
"Massive Multiauthor Collaboration" (or "MMC') contained in the site
means any set of copyrightable works thus published on the MMC site.

"CC- BY-SA" neans the Creative Commons Attribution-Share Alike 3.0
I'i cense published by Creative Commons Corporation, a not-for-profit
corporation with a principal place of business in San Francisco,
California, as well as future copyleft versions of that |icense
publ i shed by that sane organi zati on.

"I ncorporate” nmeans to publish or republish a Docunent, in whole or in
part, as part of another Docunent.

An MC is "eligible for relicensing" if it is licensed under this
License, and if all works that were first published under this License
sonewhere other than this MMC, and subsequently incorporated in whole
or in part into the MMC, (1) had no cover texts or invariant sections
and (2) were thus incorporated prior to Novenmber 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site
under CC-BY-SA on the sane site at any tinme before August 1, 2009,
provided the MMC is eligible for relicensing.
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